CHAPTER 7: THE NUTS AND BOLTS OF NETWORKS


CHAPTER 7

THE NUTS AND BOLTS OF NETWORKS

How Can You Use Networks to Your Advantage?

IN THIS CHAPTER

This chapter is an introduction to the world of networks. The first section discusses the features that are common to all networks – large and small. These are:

· A network card in each computer

· A connecting device

· Cabling or wireless devices

· Network operating system

The second section focuses on home networks. It tells your students how they can set up their own networks at home, in a dorm, or a group living house. The basic features of networks are discussed in terms of the particular hardware and software you would need for between two and ten computers. The home network could then be used to share files and hardware like a printer. 

Next is a discussion of large organizational networks. The basic concepts still apply, but the complexities increase dramatically. Most organizational networks are support systems for the business of providing goods and services. However, some networks are set up specifically to offer services to consumers. Cell phone networks and global positioning systems are examples. 

The last section considers communications media for organizational networks. Twisted-pair and optical fiber cable are discussed along with microwave and satellite transmission media.

STUDENT LEARNING OUTCOMES

1. Identify and describe the four basic components of networks.

2. Describe what you need to set up a small peer-to-peer network at home.

3. Identify how you would wirelessly access a wired network.

4. Define client/server networks, and what differentiates them from peer-to-peer.

5. Describe the three segments of a cellular phone system.

6. Explain the function of each of the three segments of a global positioning system.

7. Define the five types of communications media used in business networks.

SIMNET CONCEPTS SUPPORT

· Connectivity Concepts (p. 196)

· What Is a Network? (p. 196)

· Peer-to-Peer Systems (p. 198)

· Wireless Communications (p. 201)

· The Client/Server Relationship (p. 204)

· Intranets and Extranets (p. 205)

· Networks Software and Network Administration (p. 205)

· Bandwidth and Data Transmission (p. 211)

WEB SUPPORT (at www.mhhe.com/i-series)

· Network Technologies

· Wireless Devices

· Home Networks

LECTURE OUTLINE

DID YOU KNOW?

7.1 NETWORKS: THE BIG PICTURE (p. 194)

A. Network Cards

B. Connecting Devices

C. Communications Media

D. Network Operating System Software

E. Applying Network Concepts 

7.2 HOME NETWORKS (p. 197)

A. Ethernet Cards

B. Routers

C. Wired Communications Media

D. Network Operating System Software

E. Wireless Network Access

· Wireless Access to a Wired Network

· Completely Wireless Network

F. Reasons to Have a Home Network

· Sharing an Internet Connection

· Sharing Hardware and Folders

· Transferring Information Between Devices

7.3 LARGE NETWORKS (p. 202)

A. Organizational Networks

· Client/Server Networks

· How Organizations Use Networks

B. Cellular Telephones – Worldwide Wireless Networks

C. Global Positioning Systems (GPS)

· How GPS Works

· Uses of GPS

7.4 COMMUNICATIONS MEDIA (p. 210)

A. Bandwidth

B. Wired Communications Media

· Twisted-Pair

· Optical Fiber

C. Wireless Communications Media

· Medium Distances

· Long Distances

7.5 CONSUMER Q&A (p. 214)

1. Does It Matter What Type of Cable Modem I Get if I Want to Share a Broadband Internet Connection?

2. How Do I Turn On File and Device Sharing?

3. Which Cell Carriers Use Which Type of Cell Networks?

7.6 SUMMARY AND KEY TERMS (p. 215)

END-OF-CHAPTER SUPPORT (p. 217-223)

· Level 1

· Multiple Choice

· True/False

· Level 2

· The Eurostar Train System and Computer Networks

· Moving Information from Here to There

· Level 3

· E-Commerce

· Ethics, Security, & Privacy

· On the Web

· Group Activities

KEY TERMS

	KEY TERM
	IM PAGE
	TEXT PAGE

	Bandwidth
	7.20
	211

	Cat 5 (Category 5) cable
	7.13
	199

	Client/server network
	7.16
	203

	Collaboration system
	7.17
	206

	Communications media
	7.20
	210

	Communications satellite
	7.22
	213

	Computer network (network)
	7.8
	194

	Ethernet card
	7.12
	198

	Extranet
	7.17
	205

	File sharing
	7.14
	202

	Global positioning system (GPS)
	7.19
	208

	Home router 
	7.12
	199

	Intranet
	7.16
	204

	Local area network (LAN)
	7.10
	196

	Microwave communications media
	7.22
	212

	Mobile telephone switching office (MTSO)
	7.18
	207

	Network hub (hub)
	7.12
	198

	Network interface card (NIC or network card)
	7.8
	195

	Network operating system (network OS)
	7.9
	195

	Optical fiber cable
	7.21
	212

	Peer-to-peer collaboration system
	7.17
	206

	Peer-to-peer network
	7.11
	197

	Repeater
	7.22
	212

	RJ-45 connector (Ethernet connector)
	7.12
	198

	Switch
	7.12
	198

	System identification code (SID)
	7.18
	207

	WiFi
	7.14
	200

	Wired communications media
	7.20
	211

	Wireless communications media
	7.20
	211

	Wireless network access point (wireless access point or WAP)
	7.14
	200


LECTURE NOTES AND TEACHING TIPS
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[image: image1.png]A

s[v[u]c

BEER

w[e[z[w[o[r[x

HEEREREEE

HEEREREEE

B

Flz[r[E[w[a]z]z

u[z[c[r[o[w[a[v][E

rlofu[z[=[xr

s[w[z[r[c[x

elafz[a[w[a]x

clofz|z]a[=lolr[2[=[=]o]x

FEER

wlz[r[T

w[z[r[=[D

FERED

s[afa[r[z[n]e





DID YOU KNOW?

Networks are very much a part of modern life. They are used in many ways from file sharing at home and collaborating with people on different continents to finding your way in a blizzard and setting up your golf shot.

· The volunteers who searched for debris from the ill-fated space shuttle Columbia carried GPS receivers so that they could precisely determine the location of anything they found. (1)

· Over 100 million Americans now use mobile phones, and tens of thousands of new customers join them every day. By 2005 the number of cell phone users will be about 1.6 billion worldwide. (2)

· Each GPS satellite (there are 24 of them) orbits the earth twice a day and, powered by solar power, travels at a speed of about 7,000 miles an hour. 

Networks support many of the necessities and conveniences of today’s world. When people think of networks, they often don’t immediately include phone networks and GPS in the list. These are two examples of the many and varied types of networks that we come into contact with every day.

7.1 THE BIG PICTURE

	INSTRUCTOR EXCELLENCE – PRESENTATION TIP

1. The most powerful way to get your students to understand how a network works is to demonstrate it in the context of a small home network.

2. This section leads into that by presenting, in general terms, the most basic components of all networks.

3. If you have access to the network components discussed, and can show them to your students, it will help reinforce the concepts outlined here. 


The computer components that were discussed in the previous two chapters dealt exclusively with information movement and processing within the computer, and this chapter extends that discussion to information movement between computers.

Networks vary in size from a few computers to many millions. The size of the network determines its complexity and the number of hardware devices and the type of network operating software that is necessary. However, there are certain characteristics that are shared by all networks.

NETWORK CARDS

For each computer on a network to be part of the network, it must have a network card. That’s the component that allows information to move in and out of the computer. 

Key Terms:

· Computer network (network) – a collection of computers that support the sharing of information, software, and hardware devices. (p. 194)

· Network interface card (NIC) or network card – an expansion card or a PC Card (for a notebook computer) that connects your computer to a network and provides the doorway for information to flow in and out. (p. 195)

CONNECTING DEVICES

A network needs a device to connect computers together. Such devices are hubs, switches, and routers. These will be discussed in more detail later in this chapter. 

See Figure 7.1, page 195, for an illustration of a hub that connects devices (computers and printers) together. 

COMMUNICATIONS MEDIA

You also need a way of moving information between the computers and the connecting device.  This is achieved either with cabling or by propelling information through the air in the form of waves. 

Figure 7.3 on page 196 shows a typical small network with a hub that connects with cables to network cards in each computer. 

NETWORK OPERATING SYSTEM SOFTWARE

A computer’s operating system moves information around the computer’s components so that it can be entered, processed, and emerge as output. The next step is an operating system that can move information in and out of the computer. Network operating systems perform that task. 

Figure 7.2 on page 195, shows Red Hat Linux, which is a version of the operating system called Linux that is often used on networks. 

Key Terms:

· Network operating system (Network OS or NOS) – runs a network, steering information between computers, managing security and users, and enabling many people to work together across the network. (p. 195)

	INSTRUCTOR EXCELLENCE – SIMNET

1. The SimNet Concepts Support CD contain a tutorials entitled “Connectivity Concepts.”

2. This tutorial introduces your students to the basics of network devices.


APPLYING NETWORK CONCEPTS

This section is an introduction to what a consumer needs to do to apply these most basic concepts of computer networks to their advantage and build a network at home. 

Key Terms:

· Local area network (LAN)) – a network in the same building, complex, or small geographic area. (p. 196)

	INSTRUCTOR EXCELLENCE – SIMNET

1. The SimNet Concepts Support CD contains a tutorial called “What is a Network.”

2. It introduces your students to the basics of networks.


MAKING THE GRADE

1. Two or more computers connected so that they can communicate with each other and share information is called a computer network or network. (p. 194)

2. A network card or NIC is an expansion card or a PC Card that connects your computer to a network, providing a doorway for information to flow in and out. (p.195)

3. One type of network connecting device is called a hub. (p. 198)

4. A small network in a building, or group of buildings, is called a local area network (LAN). (p.196)

5. The software that runs a network, steering information between computers, is called network operating system software (NOS). (p. 195)
7.2 HOME NETWORKS

	INSTRUCTOR EXCELLENCE – PRESENTATION TIP

1. In this section, you’ll introduce your students to the concepts and definitions of home networks, both wired and wireless. 

2. It may be that some of your students already have networks at home, in their dorms or group houses.

3. If so, it’s helpful to get them to participate in this discussion and talk about their experiences, problems, and benefits in setting up and using  home networks. 


A home network is usually a peer-to-peer network, which is the simplest type of network, intended for sharing information and devices. 

The four components already discussed are necessary for a home network: A network card for each computer, a home router to connect the computers together, cable to connect the computers and home router, and network operating system software installed on each computer. 

Figure 7.4 on page 197  shows a typical wired home network that allows the sharing of information, hardware (like the printer), and one broadband Internet connection.

Key Terms:

· Peer-to-peer network – all computers are equal, and each can have access to devices and files on the others. (p. 197)

	INSTRUCTOR EXCELLENCE – SIMNET

1. The SimNet Concepts Support CD contains a tutorial called “Peer-to-Peer Systems.”

2. It will help your students understand the concepts and usefulness of a peer-to-peer network.


ETHERNET CARDS

The most common type of network card for consumer computers is the Ethernet card. Ethernet is actually a type of network that’s easy to implement and is consequently widely used. Ethernet cards, whether separately installed or integrated into the motherboard, have Ethernet ports, officially referred to as RJ-45 ports, into which RJ-45 connectors on the end of the connecting wire are inserted.

Key Terms:

· Ethernet card – the most common type of network interface card. (p. 198)

· RJ-45 connector (Ethernet connector) – is the same shape as the phone connectors on the ends of your telephone wire, but is wider. (p. 198)

	INSTRUCTOR EXCELLENCE – TO THE WEB

1. You can find a good resource for finding out what network terms mean is at C/Net.com.
2. Visit the glossary page of this Web site at www.cnet.com/Resources/Info/Glossary/.

3. There, you can type in any network term and get an explanation of what it is and what it does.

4. The explanations are written so that they’re readily understandable by people who are not network experts.


ROUTERS

Routers are one of the three types of connecting devices, the other two being switches and hubs. For a home network you’d usually use a home router which differs from a large network router in that you plug user computers directly into the home router. 

Figure 7.5 on page 199 shows a Linksys home router. Cables from computers plug into the back of the device.  

Key Terms:

· Network hub (hub) – a device that connects computers into a network, broadcasting all messages it gets to every computer on the network, although only the intended recipient computer takes the message. (p. 198)

· Switch – a device that connects computers into a network, and unlike a hub, sends messages only to the computer that is the intended recipient. (p. 198)

· Home router – a device that connects computers into a network, and also connects dissimilar networks together (like a home network and the Internet), separating the network traffic and keeping local traffic inside its own network. (p. 199)

	INSTRUCTOR EXCELLENCE – I-CAN

1. This box explains how a home router works and how it acts as a firewall.

2. A home router assigns private IP addresses to the computers on its network.

3. It uses network address translation (NAT) to keep the traffic coming from and going to each computer on the network separated from the traffic of the other computers. 

4. The private IP addressing keeps the computers on the home network hidden from the Internet and thus from any intruders trying to break in. 


WIRED COMMUNICATIONS MEDIA

Wired home networks usually use Cat 5 cable which is a robust version of phone twisted-pair cable. 

Key Terms:

· Cat 5 (Category 5) cable – a more robust version of ordinary phone cable. (p. 199)

	INSTRUCTOR EXCELLENCE – INTEGRATION

1. If two people want to work on a spreadsheet, they can do so simultaneously by using one of the Excel options. 

2. When you have the excel spreadsheet open, choose the Tools option.

3. Then click on Share Workbook.

4. At this point you have a choice of using the advanced features, which include tracking changes and deciding whose changes will be made when there’s a conflict.


NETWORK OPERATING SYSTEM SOFTWARE

For a small home network, you need nothing more than the Windows operating system, which usually comes installed on new computers. 

Figure 7.6 on page 200 shows Windows XP Home Edition that has what it takes for a simple peer-to-peer home network. 

WIRELESS NETWORK ACCESS
If you want to wirelessly access a wired network, you’d need a device called a wireless network access point that plugs into the home router alongside the computers. 

Figure 7.7 on page 201 shows a wireless access point on a typical home network. 

The standard wireless standard that home networks (and many larger networks) use is WiFi.

It’s possible to have a completely wireless home network by making sure there are wireless network cards in all computers and, for short distances (less than 300 feet), that’s all you need. A wireless network access point can serve as a wireless router, which works the same way as a home router in a wired network. 

Key Terms:

· WiFi – a standard for transmitting information the form of radio waves over distances of up to 300 feet, often used for wireless access to networks. (p. 200)

· Wireless network access point (wireless access point or WAP) – a device that allows computers to access a network using radio waves. (p. 200)

	INSTRUCTOR EXCELLENCE – SIMNET

1. The SimNet Concepts Support CD contains a tutorial called “Wireless Communications.”

2. This tutorial helps you students understand the principles of wireless information transmission.


REASONS TO HAVE A HOME NETWORK

The main advantages of a home network are the:


1. Sharing of a broadband Internet connection.


2. Sharing of hardware like a printer, and information.


3. Ease of information transfer between computers. 

Key Terms:

· File sharing – you can share the files on your computer with others who are part of your network. (p. 202)

	INSTRUCTOR EXCELLENCE – INTEGRATION

1. File sharing means that anyone who has file sharing rights can access and change a file.

2. This would be a good place to show students how to protect a Word file so that you need a password to modify it.

3. Open the document and choose Save As in the File menu.

4. Click on Options and choose the modify box, type in a password and click on OK.

5. You’ll have to type the password in again to confirm it.

6. The last step is to click Save.
7. Microsoft offers this tip in its Help Topics: If you're routing a document for review, you can allow others to make suggestions by using comments or tracked changes but still leave the document protected from other modifications. Click Protect Document on the Tools menu, and then click Track Changes. To let reviewers insert comments but not change the contents of the document, click Comments.


MAKING THE GRADE

1. A peer-to-peer network has a small number of computers that can share hardware or files. (p. 206)

2. An Ethernet card is the most common type of network card or NIC. (p. 198)

3. An RJ-45 or Ethernet connector is the connector on the end of a network cable that you plug into a network card. (p. 198)

4. You can connect a wireless access point to your wired computer by plugging it into your home router. (p. 199)

5. A wireless PC Card has a transmitter, a receiver and an antenna just like a wireless access point does. (p. 201)

7.3 LARGE NETWORKS

	INSTRUCTOR EXCELLENCE – PRESENTATION TIP

1. In this section, you’ll introduce your students to the broad concepts and definitions involved in large, institutional networks.

2. These are the networks that your students have undoubtedly encountered already.

3. A good start to this topic would be to ask students to recall large networks that have touched their lives.

4. Examples would be the networks that allow online ordering of everything from jeans to pizza, online registration, cell phone usage, and so on.


ORGANIZATIONAL NETWORKS

Organizations seldom use peer-to-peer networks. They simply don’t fit their needs. A client/server network that centralizes information and security is usually a much better fit.

The objectives of large networks are essentially the same as those of small networks, i.e. access to and sharing of resources. The major difference between large and small networks is the level of complexity in installing and maintaining the networks.

Figure 7.8 on page 203 shows a server that an organization would typically use to provide access to various types of information resources. An organization might have only one such server, but would most likely have several. On page 204, Figure 7.9 shows a typical configuration for a mid-sized business. This one has multiple hubs and servers.

Organizations use networks to make information accessible to only their employees (an intranet). Others include certain outsiders in the list of those allowed access (an extranet). Organizations use networks to facilitate people working together. Such a system is called a collaboration system. Figure 7.10 on page 206, is a diagram of people working together although they are located in different parts of the world. 

Key Terms:

· Client/server network – a network in which one or more computers are servers and provide services to the other computers, which are called clients. (p. 203)

· Intranet – an internal organizational Internet that is guarded against outside access by special security hardware and/or software called a firewall. (p. 205)

· Extranet – an intranet that is restricted to an organization and certain outsiders, such as customers and suppliers. (p. 205)

· Collaboration system – software that allows people to work together. (p. 206)

· Peer-to-peer collaboration system – software that enables people to communicate and share documents between peers without going through a central server. (p. 206)

	INSTRUCTOR EXCELLENCE – SIMNET

1. The SimNet Concepts Support CD contains a tutorial called “The Client/Server Relationship.”

2. It introduces your students to the basics of organizational networks.


	INSTRUCTOR EXCELLENCE – SIMNET

1. The SimNet Concepts Support CD contains a tutorial called “Intranets and Extranets.”

2. It will help your students understand organizational use of intranets and extranets.


	INSTRUCTOR EXCELLENCE – SIMNET

1. The SimNet Concepts Support CD contains a tutorial called “Network Software and Network Administration.”

2. It provides an overview of the considerations involved in choosing network software and the running of a network.


	INSTRUCTOR EXCELLENCE – I-SERIES INSIGHTS

1. This particular box addresses the issue of surveillance by law enforcement of citizens who are not under suspicion of any kind, but just going about their normal activities.

2. In England, such surveillance has been the norm for many years.

3. British citizens are watched by 1.5 million cameras and, on average, a resident of England is captured on camera 300 times a day.

4. This surveillance has supporters and opponents. 

5. Supporters cite a sharp drop in certain types of crime, while opponents worry about the personal privacy implications of state-sponsored observation of citizens.


CELLULAR TELEPHONES – WORLDWIDE WIRELESS NETWORKS

A different type of network from those just discussed are cellular telephone networks. These networks provide a service to the customer rather than fulfilling a support role. 

Cell phone carriers divide their coverage areas into hexagonal cells, each of which covers about 10 square miles. Figure 7.11 on page 207 shows the hexagonal cells that cell phone carriers’ coverage area is divided into along with the base stations that route the calls. 

A cell phone network consists of the cell towers, the mobile telephone switching offices that control the network, and the cellular telephones that customers use. 

Key Terms:

· System identification code (SID) – a unique number that the Federal Communications Commission (FCC) assigns your carrier. (p. 207)

· Mobile telephone switching office (MTSO) – stores your cell’s identification in its database so that it can find you when calls come in for you. (p. 207)

	INSTRUCTOR EXCELLENCE – PRACTICALLY SPEAKING

1. This box gives your students information that will help them choose a cell phone.

2. The two most important questions to ask when selecting a cell phone carrier are where and how will the phone be used.

3. Answering these two questions lead you to decisions such as analog vs. digital, PCS or not, coverage area, and other miscellaneous features.


	INSTRUCTOR EXCELLENCE – TO THE WEB

1. Satellite radio is another type of network that uses satellites to provide a service. Your students may have heard of it and some may even subscribe.

2. Look at www.xmradio.com and www.sirius.com for lots of information.

3. XM even has a flash presentation showing how the system works. 


GLOBAL POSITIONING SYSTEM (GPS)

A global positioning system consists of satellites in space, receivers on the ground, and ground control stations. The process of identifying a location on earth is a process similar to, but more sophisticated than, triangulation. Figures 7.12 and 7.13 on page 209 demonstrate the GPS satellites that cover the globe from the sky and the process of triangulation, respectively. 

GPSs are used for everything from setting up golf shots to finding people in an avalanche. 

Key Terms:

· Global positioning system (GPS) – a navigational system that uses satellites to tell you where you are, how fast you’re going, and what direction you’re headed in. (p. 208).

	INSTRUCTOR EXCELLENCE – BREAK OUT

· This would be a good place to discuss the issues presented in the Level Three Ethics Security & Privacy project on page 221 at the end of this chapter. 

· The project involves the controversial topic of surveillance by government agencies.

· You could assign each of the questions to a different group or person, or ask each group to formulate answers to all the questions.

· It’s usually instructive to students to make a grid on the chalkboard or overhead projector of the results for all the students to see.


7.4 COMMUNICATIONS MEDIA

	INSTRUCTOR EXCELLENCE – PRESENTATION TIP

1. This section discusses the types of communications media that organizations use to move information around.

2. This would be a good opportunity to discuss the types of media that businesses use when delivering network capabilities to customers.

3. Compare, for example, phone service and cable TV service.

4. Phone service uses thin twisted-pair wires which is not particularly high capacity since only voice was expected to travel over those lines.

5. Cable TV, on the other hand, delivers sound as well as video, and that takes a lot more bandwidth.

6. Students who have used both phone modems and cable Internet access can attest to the capacities of each of these media.


The task of business networks is, in essence, the same as that of home networks – they move information around. However, businesses move much more information farther than home networks. They also have many more computers and other special needs like security.

The Cat 5 that home networks use is fine for the short distances that a LAN might need, but is insufficient for sending information between continents.

Figure 7.14 on page 211 has a table that shows the different types of wired and wireless methods that are used for networks. 

Key Terms:

· Communications media – the paths, or physical channels, in a network over which information travels. (p. 210)

· Wired communications media – transmit information over a closed, connected path. (p. 211)

· Wireless communications media – transmit information through the air. (p. 211)

BANDWIDTH

The capacity of a communications medium, or its bandwidth, is an all important factor in the selection of an appropriate conduit for information. 

Key Terms:

· Bandwidth – the amount of information that a communications medium can transfer in a given amount of time. (p. 211)

	INSTRUCTOR EXCELLENCE – SIMNET

1. The SimNet Concepts Support CD contains a tutorial called “Bandwidth and Data Transmission.”

2. It provides an introduction to the concept of the capacity of communications media, and the movement of information.


WIRED COMMUNICATIONS MEDIA

The two major types of wired communications media are twisted pair and optical fiber. Coax, like the wire that brings you cable TV is seldom used any more. There are various types of twisted-pair cable. Cat 1 is the least reliable. Cat 5 is the type usually used in home networks and for short distances in organizational networks. Figure 7.15 on page 211 shows a photo of twisted-pair cable.

Optical fiber cable is expensive to install and repair, but it has a much higher bandwidth and is a lot less susceptible to interference and tapping. 

Key Terms:

· Optical fiber cable – the fastest and most efficient medium for wired communication, using a very thin glass or plastic fiber through which pulses of light travel. (p. 212)

WIRELESS COMMUNICATIONS MEDIA

Businesses, as well as home networks, often use WiFi for local area networks. However, they may want to transmit somewhat farther, between buildings or across a river, and so on. 

For moderate distances, up to 20 or 30 miles (distances known as line-of-sight), organizations use microwave transmission. Since the signal travels straight, and the earth is curved, it doesn’t take long for the signal to be too high for it to be practical to build a tower with a receiver. Therefore, shorter towers are stationed at shorter intervals to receive the signal and pass it on. Figure 7.16 on page 213 shows how the microwave towers must be arranged to keep a straight-line signal close to the earth in the face of a curved earth.

Some distances are just not suited to cable connections. Communication between the United States and India, for example, would require a lot of miles of cable. So satellites are used instead. Satellite communication is wireless communication that is not cheap, but it is effective and reliable.

Satellite communication for long distances is actually microwave transmission in space. Here, the signal can shoot up into the sky since the receiver is up there to catch it and beam it back down to earth (the rough definition of a repeater). On page 213, Figure 7.17 shows a diagram of satellite communication.

Key Terms:

· Microwave communications media – line-of-sight information transmission media. (p. 212)

· Repeater – a device that receives a radio signal, strengthens it, and sends it on. (p. 212)

· Communications satellite – microwave repeater in space. (p. 213)

	INSTRUCTOR EXCELLENCE – BREAK OUT

1. To help the students realize the extent networks are actually a part of their lives, you could discuss the point-of-sale system in a grocery store.  When a customer buys something, the scanner reads the item then goes to a database on a server to get the price.  Furthermore, that item is deleted from current inventory, which might be on a different server, and might trigger a reorder directive, which could be somewhere else, perhaps even in another state. 

2. When someone requests for funds at an ATM machine, the amount goes to a server which accesses the checking account database to see if the customer is permitted to withdraw that amount.


MAKING THE GRADE

1. The paths in a network over which information travels are called communications media. (p. 210)

2. Bandwidth refers to the rate at which a communications medium transfers information. (p. 211)

3. Cable that transfers information in the form of light pulses through a hollow tube is called optical fiber cable. (p. 212)

4. Communications media that transmit information over a closed, connected path are called wired communications media. (p. 211)

5. Wireless communications media transmit information through the air. (p. 211)

7.5 CONSUMER Q&A

1. Does It Matter What Type of Cable Modem I Get if I Want to Share a Broadband Internet Connection?

To be able to share an Internet connection, you need to have a broadband connection (cable, DSL and satellite Internet access). Whichever one you choose, you will need to make sure that your modem connects with Ethernet or network connectors, rather than USB.

2. How Do I Turn On File and Device Sharing?

The process varies slightly between versions of Windows.

3. Which Cell Carriers Use Which Type of Cell Networks?

The three types are GSM, CDMA and TDMA. Usage of all three types varies between countries and cell phone carriers in this country.

LEVEL ONE: REVIEW OF TERMINOLOGY

Multiple Choice

1. A device that connects computers into a network, and also connects dissimilar networks together is called

a. a switch.

b. a home router.

c. a hub.

d. a GPS.

e. none of the above.

ANSWER: b – hubs, switches, and routers are all network connecting devices, but a home router is the only one that connects networks that are not similar, like a home network and the Internet. (p. 199)

2. The type of cable that is a robust version of phone cable and is used for networks is 

a. Cat 5 cable.

b. fiber optical cable.

c. file sharing cable.

d. communications cable.

e. none of the above.

ANSWER: a – phone cable is twisted-pair and the network version of this type of cable is Cat 5. (p. 199)

3. The wireless standard used for networks over distances up to 300 feet is called

a. Bluetooth.

b. WiFi.

c. IrDA.

d. RF.

e. none of the above.

ANSWER: b – Bluetooth and WiFi are both types of RF transmission, but while Bluetooth reaches only about 30 feet, WiFi’s reach is 300 feet. (p. 200)

4. A(n) __________ is the device that allows computers to wirelessly access a wired network.

a. satellite communications media

b. microwave communications media

c. wireless network access point

d. radio wave

e. infrared sequence

ANSWER: c – the wireless network access point is the device that has the transmitter, receiver, and antenna necessary to send and receive information in the form of waves. (p. 200)

5. An Ethernet PC Card is

a. a video card.

b. a sound card.

c. a wireless network access card.

d. the type of network card you’d have in a desktop computer.

e. the type of network card you’d have in a notebook computer.

ANSWER: e – Ethernet is a network standard and PC Cards are what you use to add devices and functionality to notebook computers. (p. 198)

6. An extranet is

a. the service that your ISP provides for mobile computing.

b. a network that is internal to a company’s employees.

c. a network that allows access to a company’s network by customers and others. 

d. the parts of the Internet that people don’t visit a lot.

e. none of the above.

ANSWER: c – an extranet is an extension of an intranet that restricts access to the employees of an organization and allows access to certain non-employees too (p. 205)

7. A carrier’s cellular telephone coverage area is divided into

a. counties.

b. states.

c. hexagonal cells.

d. square cells.

e. rectangular cells.

ANSWER: c – each cell tower services an area that is a hexagon shape about 10 miles is area. (p. 207)

8. Satellite communications media are used for

a. as part of a home network.

b. as part of a business network.

c. as part of a government network.

d. b and c.

e. a, b, and c.

ANSWER: d – satellite transmission is necessary for wireless transmission over long distances and is very expensive, therefore it’s used almost exclusively by businesses and government agencies and not individuals (p. 213)

9. A system that incorporates e-mail, chat rooms, and instant messaging is a(n)

a. collaboration system.

b. extranet.

c. intranet.

d. computer network.

e. none of the above.

ANSWER: a – a collaboration system goes beyond mere access to information allowing processing and manipulation as well. (p. 206)

10. A client/server network

a. is used by businesses.

b. has one or more computers that are servers.

c. has lots of client computers.

d. helps avoid duplication of information on multiple computers.

e. all of the above.

ANSWER: e – the definition of a client/server network includes one or more servers and multiple clients and is primarily a business network model. (p. 203)

True/False

11. _____ A GPS is a navigational system that tells you where you are and how fast you’re going. 

ANSWER: True – GPS includes 3 components, satellites, ground control stations, and GPS receivers that pinpoint your location on earth. (p. 208)

12. _____ The Windows operating system can perform the network function of moving information in and out of computers. 

ANSWER: True – later versions of Windows have a limited amount of network functionality. (p. 200)

13. _____ A cellular telephone does not need to be in contact with a base station to make and receive calls.

ANSWER: False – the only way a cell phone can make or receive calls is to be in contact with a base station. (p. 207)

14. _____ A peer-to-peer network is the type of network that businesses usually use. 

ANSWER: False – client/server networks are the type of network that businesses usually use. (p. 203)

15. _____ The bandwidth of a communications medium measures its capacity to move information in a given period of time. 

ANSWER: True – this is the definition of bandwidth. (p. 211)

LEVEL TWO: REVIEW OF CONCEPTS

1. The Eurostar Train System and Computer Networks

The Eurostar train system travels underneath the English channel between England and France. Since it moves people between nodes, it’s analogous to a computer network. 

	Transportation Term
	Network Term

	Rails
	Communications media (e.g. Cat 5 cable, optical fiber cable, etc.)

	People in the train cars
	Information in the form of files, commands, access, and so on

	The railroad station in Lille. 
	A connecting device like a hub, switch, or router.=

	The cities of London and Paris
	Two computers on the network

	Railway stations in London and Brussels.
	Network cards that provide the doorway in and out of the cities.

	A Hovercraft (a vehicle that propels itself forward by floating on a cushion of air over land and water) that leaves from the coast of France and stops in Ashford, England. 
	Wireless information transmission, like WiFi and Bluetooth


2. Moving Information from Here to There

Networks are more or less an extension of the movement of information inside the computer. The big difference, of course, is that the movement is between, rather than inside, the computers. 

a. The step you would take to make a file on one computer available to the other network computers.  Refer to the Consumer Q&A Section, #2, where this very question is addressed. Your students’ answers may vary from the process outlined in the Q&A since different versions of Windows follow slightly different procedures for sharing.

b. Trace the journey of a music file from a storage device on your computer to the speakers on another computer on your home network. The very first steps would involve sending the request to the computer that has the file, which in turn would get it from the storage device (similar to the steps outlined in Chapter 6 for moving a music file from an Archos to RAM. )
But, instead of sending the music file to the sound card, it would instead be delivered to the network card. The file would then travel on the communications medium (Cat 5 or in waves) to the network card on the other computer, from where it moves to the receiving computer’s RAM and then via the sound card to the speakers.

c. Trace the journey of an e-mail with a music file attached to someone in another state. This is an extension of the previous assignment. Instead of moving from the network card to another computer, the file would go to the ISP server, and from there to various other servers until it reaches the recipient’s ISP server. From there, the file would move to the recipient’s network card and into RAM if it is opened. 

LEVEL THREE: HANDS-ON PROJECTS

E-COMMERCE

1. Finding the Right Cell Phone

Many of your students probably have cell phones. They may already know a lot about what their carriers offer.

The answers to these questions will depend on what cell phone carriers your students choose. Alerts for news or sports and photo transmission tend to be available only on the more comprehensive plans. 

2. Buying Groceries Online

Many people are turning to the Web to order groceries, especially non-perishable items such as crackers and cans of food. Grocery sites have experienced a shake-out in the market place and several large ones have shut down. 

a. Can you shop for groceries by category such as “fresh fruits and vegetables”?  In most instances, the answer is yes.  Some, however, will not let you search for “fresh” foods because they don’t provide them.
b. Can you easily add and remove items from your electronic grocery shopping cart?  The answer here may be yes or no.  Some sites don’t have good user interfaces.  So, removing an item from a grocery cart is a difficult process, almost to the point that you’re better off starting over.
c. What is the delivery schedule for your groceries?  Same day? Two days? Longer?  If you shop online at a site that has an affiliation with a local grocer, you can in fact get your groceries the same day.  Most, however, need at least two days to deliver your groceries in the mail.
d. What sort of “extra” delivery charges is their for your Web groceries?  Almost all sites include a delivery charge, which can be very minimal or almost outrageous.
3. Finding and Renting Videos

Buying videos on the Web has always been quite popular, and many sites are now renting videos.  The process is quite simple – pick out a bunch of videos, provide your credit card, and the site will send those videos to you.  Most of the sites allow you to keep the videos for at least a month and often provide for shipping back.

a. Search for a video by name.  Do you have to know the exact name? At most sites, you don’t have to know the exact name.  That is, you can search by key word.
b. Search for videos by category.  What categories are available?  Most sites have categories that you’ll find in a local video rental store, along with some others.
c. Search for videos by actor or actress.  Do you have to know the name of the actor or actress or can you choose from a list? Many sites previously allowed people to select names from a pull-down list.  But this is becoming less and less popular.
ETHICS, SECURITY & PRIVACY

1. Should Big Brother Be Allowed to Watch Us?

This is likely to be a controversial topic. The main point that the piece makes is that people usually feel differently about businesses watching their customers and law enforcement watching citizens.

The basic difference is that you can choose to stay away from those businesses that monitor customers (at least, you’ll be able to until it’s universal), but not from law enforcement. 

a.  Should stores and casinos and other businesses be allowed to keep tabs on customers with cameras? Why or why not? The main point here is that you can avoid businesses that monitor customers. Ask students whether they would be prepared to pay more for goods and services to offset theft if places of business are not monitored. Would they feel in more danger without cameras?

b.  Should law enforcement be allowed to monitor citizens without having to show cause and without a court order? Why or why not? This is likely to be the hottest issue. Crime and terrorism will color the answers of many students, and the broader issue of what we are prepared to give up to be safe fits in here.

c.  British law enforcement surveillance of the citizenry was grudgingly accepted in the beginning as a means of preventing terrorism. It has not yet been shown that any terrorist act was averted or that any terrorists were caught by the presence of cameras. Based on these results, would you accept widespread monitoring of citizens as a protection against terrorism. Why or why not? The British experience does not prove one way or another that cameras would not deter terrorism in this country. That fact is simply one piece of the overall puzzle. Ask your students whether they would welcome street cameras as a deterrent to crime in general, rather than just one type of crime. 

d.  The facial recognition systems have been dropped by several government agencies after they discovered that they don’t work very well. Do you think that, because facial recognition is imperfect, that we don’t really need to worry about our privacy being invaded by such systems? Why or why not? Facial recognition systems are a further assault on privacy. While cameras merely record what’s happening, facial recognition systems connect names and addresses to the people involved in what’s happening. Again, there are pros and cons to this. 

ON THE WEB

1. Find Out What It Would Cost to Build Your Own Home Network 

The purpose of this assignment is to help students become comfortable with the idea of a home network. It’s intended to make concepts and components more familiar and less scary. 

Your students answers could vary based on the hardware specifics that they chose, but below is a range of prices for sample components.

· At the time of writing you can buy a range of hubs that vary in size and performance. 4-5 port hubs usually range in price from about $30 to $50.

· At the moment you can buy a range of routers that vary in size and performance based on your needs. Four-port routers usually range in price from $20 (after rebates) to $150.

· There are various makes of Ethernet cards on the market, but they generally cost somewhere in the region of $40 or $50.

· Cables of various lengths are available at prices in the neighborhood from $3 for 3ft. cables to $5 for 7 ft cables.

2. Investigate Satellite Radio

At the time of writing there are two satellite radio stations: Sirius and XM. 

· What to install: At a minimum, you’ll need a tuner and an antenna. You can choose a receiver that includes a tuner or an FM modulator that sends the signal to your radio as if it were an FM station. To run system in your car, you can get a satellite-ready radio (make sure you get the type you want) or you can get the tuner/receiver and use the cassette tape deck.
· Initial cost: The tuner/receiver can cost up to $300 and the antennas range from $50 to $80.
· Monthly subscription: The cost of the satellite radio system right now typically includes a monthly charge of $9.99 for XM and $12.95 for Sirius.

· Features: Both systems show the title and artist. Sirius has 60 commercial-free music channels, and 40 sports, news and entertainment channels. XM also has 100 channels, 70 of which are music of different kinds, while the other 30 are sports, news, talk and entertainment. 

3. Find Out About Firewalls

This is a good exercise for students who are not familiar with firewall concepts. Security is becoming an increasingly important part of journeying through cyberspace. Below is one example of an answer.

a. Software firewalls: Symantec: Norton Personal Firewall

Price: $49.95

Features: 

· Intrusion Detection

· Privacy Control


· Security Monitor

· Ad Blocking

· Inbound and Outbound Monitoring

· Network Notification

b. Hardware firewalls: As was discussed in the chapter, a home router provides a hardware firewall in addition to its role as a network connecting device. 

4. Find Out What Network Terms Mean

a. Bandwidth shaper: A way of managing network traffic. A bandwidth shaper sends more or less bandwidth or capacity to a certain part of the network. 

b. Ping: A way of checking to see if a computer on a network is online. A ping (a short message) is sent out from the server and if it comes back, then the computer is online. It’s the same method that submarine crews use if they want to know how far away an object is. The send a sonar ping and time its return.
c. DNS server: The term stands for domain name system server. It’s the system that translates the name of a Web site like www.mhhe.com/haag into its IP address, which is its numerical equivalent. 

d. Gateway: Hardware or software that moves information between networks. The term is often used in connection with the Internet. 

e. Packet: Messages moving around the Internet are first divided into small pieces called packets. It’s like putting each page of a book into a separate envelope and sending all the envelopes. The book (or message) is then reassembled at the receiving end. 

f. Packet sniffer: A sniffer is a program that sits on a network monitoring traffic. It’s essentially a wiretap for computer traffic. 

g. Encryption: The process of encoding messages so that the recipient has to have the decoding key to be able to read the message. 

h. E-mail alias: It’s an e-mail address that all your e-mail will be sent to. This service is offered for a fee or free with membership in some organization. The big advantage is that if you change ISPs and get a new e-mail address, you just notify your alias service instead of all your contacts. 

i. Multiplexor: A device that gathers information from lots of transmission lines and combines them into one high speed transmission. Another multiplexor on the other end separates out the messages again. 

j. Full duplex: The ability of a communications medium to send and receive information at the same time, like a telephone. The other choice is half duplex which works like a CB radio where only one party can send a message at a time. 

k. Handshake: It’s a protocol for sending and receiving information. It allows the receiving machine to start, stop, or slow down transmission.
l. Leased line: A private line for information transfer, usually on a LAN, which costs a fixed amount per month.

m. ISDN: It’s a way of using regular phone lines to send information that includes more than sound.

GROUP ACTIVITIES

1. Find Out What Makes Servers Special

This project will help your students to understand the extra horsepower that a server must have to provide the necessary services to the clients. 

A server usually has at least one fast processor, and often has two. It’s usually quite a bit more expensive than a consumer computer. A server usually has a lot of RAM and also some sort of mirroring storage like RAID, where a backup copy is made of all information. 

2. Research Your Institution’s Network

This may or may not be a good project for your students.  If the people who run the network don’t want to have to answer students’ questions, it might not work well.  Also, if you have a very large class size, it might become too much of a burden on your technical staff to answer the same questions repeatedly.

Alternatively, you could invite one of your technical people to come and talk to the students about the school network. 

Your students will, of course, have answers that reflect your institution. 

3. Investigate Which GPS Would Suit Your Needs

GPS receiver manufacturers have specialized receivers for particular tasks like fishing, mountain climbing, avionics. What your students choose will depend on what units they choose. However, all GPS receivers will tell you your longitude and latitude, direction of movement, speed, and orientation. 

Special features include maps, two-way communication, altimeters, waterproof casings, and so on.

Many PDA manufacturers have GPS capabilities either built in or available as an extra. 

4. Try Using a Collaboration System

This project works particularly well if you use a course delivery system like Blackboard which has built-in collaboration features. However, even without a dedicated collaboration system, students can get value from this assignment. 
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