CHAPTER 9: ETHICS, SECURITY, AND PRIVACY


CHAPTER 9

ETHICS, SECURITY, AND PRIVACY

What’s Right, What’s Wrong, and How Do You Protect Yourself?

IN THIS CHAPTER

This chapter provides your students with an overview of ethics, privacy, and security. 

The first section deals with ethics and offers guidelines for ethical computer use. It also discusses copyright, the Fair Use Doctrine, and pirated software. 

The second section addresses threats in cyberspace, where computers are used as weapons and targets. 

As weapons computers are used to:

· enable theft

· steal someone’s financial identity

· commit fraud

When computers are the targets of misdeeds, their use is disrupted by such abuses as viruses and denial-of-service attacks. The people who attack computer systems are commonly known as hackers. There are many types of hackers and their motives vary from greed to strong political beliefs that they hope to express by attacking computers.

The third section addresses privacy, and how it can be put at risk or compromised by other individuals, businesses, or government agencies. 

The final section discusses self-protection in cyberspace. As in the brick-and-mortar world, it pays to be alert and careful and have knowledge about what sorts of dangers there are. 

STUDENT LEARNING OUTCOMES

1. Define ethics and describe what it means to use computers in an ethical fashion. 

2. Define copyright, Fair Use Doctrine, and pirated software.

3. Identify and describe 5 types of threats in cyberspace.

4. Describe the 7 types of hackers and what motivates each group.

5. Define privacy and identify ways in which it can be compromised.

6. Describe what you can do to protect yourself in cyberspace. 

SIMNET CONCEPTS SUPPORT

· Privacy Issues (p. 272)

· Security Issues (p. 281)

WEB SUPPORT (at www.mhhe.com/i-series)

· Freeware

· Shareware

· Hackers

LECTURE OUTLINE

DID YOU KNOW?

9.1 ETHICS (p. 260)

A. Ethics in the Use of Computers

· Copyright

· Fair Use Doctrine

9.2 THREATS IN CYBERSPACE (p. 263)

A. Computers as Weapons

· Credit Card Fraud

· Identity Theft 

· Dot-Cons

B. Computers as Targets

· Viruses

· Denial-of-Service Attacks

· Combination Worm/DoS

C. The Perpetrators

· Thrill-Seeker Hackers

· Black-Hat Hackers

· Crackers

· Hacktivists

· Cyberterrorists

· Script Bunnies

· White-Hat or Ethical Hackers

9.3 PRIVACY MATTERS (p. 272)

A. Invasion of Privacy by Other People

· Snooping by Others

· E-Mail is Not a Private Matter

B. Information on Your Buying Habits and Preferences

· Information You Volunteer

· Information Collected by Contact

· Information Sold from One Company to Another

C. Government Records

9.4 HOW TO PROTECT YOURSELF (p. 279)

A. Security Before You Enter Cyberspace

· Snooping by Others

· E-Mail is Never Private

B. Security in Cyberspace Transactions

· Credit Card and Identity Theft

· Dot-Cons

· Protecting Personal Information

· Anti-Tracking Software

· Avoiding Spam

· Protecting a Computer or Network from Intruders

9.5 SUMMARY AND KEY TERMS (p. 281)

END-OF-CHAPTER SUPPORT (p. 283-289)

· Level 1

· Multiple Choice

· True/False

· Level 2

· Sensible Internet Use and Good Manners

· Napster, Kazaa, and Other Music Sites

· Level 3

· E-Commerce

· Ethics, Security, & Privacy

· On the Web

· Group Activities

KEY TERMS

	KEY TERM
	IM PAGE
	TEXT PAGE

	Anonymous Web browsing (AWB)
	9.17
	280

	Black-hat hacker
	9.12
	270

	Computer virus (virus)
	9.11
	267

	Cookie
	9.15
	275

	Copyright
	9.8
	261

	Cracker
	9.12
	271

	Cyberterrorist
	9.12
	271

	Denial-of-service (DoS) attack
	9.11
	269

	Ethics
	9.8
	261

	Fair Use Doctrine
	9.8
	262

	Firewall
	9.17
	281

	Hacker
	9.12
	270

	Hacktivist
	9.12
	271

	Identity theft
	9.10
	265

	Key logger (key trapper) software
	9.14
	273

	Macro virus
	9.11
	267

	Malware
	9.11
	267

	NCIC (National Crime Information Center)
	9.16
	278

	Pirated software
	9.8
	262

	Privacy
	9.14
	272

	Script bunny (script kiddie)
	9.12
	271

	Sniffer
	9.15
	276

	Spam
	9.15
	277

	Spoofing
	9.15
	277

	Thrill-seeker hacker
	9.12
	270

	Virus hoax
	9.11
	268

	White-hat or ethical hacker
	9.12
	271

	Worm
	9.11
	268


LECTURE NOTES AND TEACHING TIPS

CROSSWORD PUZZLE
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DID YOU KNOW?

Computers are a force for great good but can also be used for unethical and even criminal acts.  The increasing power and speed of computers enhance our productivity and freedom but also make us more vulnerable.

· The American Management Association says that 78% of U.S. companies electronically monitor their employees. Sixty-three percent watch Internet use, 47% store and review e-mail, 15% watch workers with video, and 12% record and review phone messages. (1)

· Between 700,000 and 1.1 million people became victims of identity theft in 2001. (2) 

· The Slammer (also called the Sapphire) worm spread with lightening speed in January of 2003. The number of worms doubled every 8.5 seconds in the first minute of the attack. More than 75,000 computers were contaminated within 10 minutes of the worm’s January 25 release. (3) 

The issues of security and privacy are becoming increasingly important in our society. Security can be threatened by maliciousness and carelessness, and computer systems need to be protected. Personal privacy is at risk as never before and at the moment there is no comprehensive set of laws or policies to protect individuals. 

6.1 ETHICS

	INSTRUCTOR EXCELLENCE – PRESENTATION TIP

1. Probably, for students, the most frequently encountered clash with ethics and the law in the use of computers is downloading music and otherwise copying copyrighted material. 

2. Since this is the case, you can use the copyright of music CDs to give your discussion context.

3. Your students may not know about the double copyright on most music.  Tell them to look at the copyright on a music CD.  There they will see a © or “circle c” and also a “circle p.” 

3. The circle c indicates that the original tune or arrangement of notes and words is copyrighted.  The circle p says that the interpretation of the tune by the artist or artists on the CD is copyrighted separately.


How we behave toward each other is governed by social norms and traditions. When the consequences are great, we call these social rules ethics, otherwise we usually refer to the rules as manners.

ETHICS IN THE USE OF COMPUTERS

How a person behaves in cyberspace is an extension of how that person acts in the brick-and-mortar world. Page 261 in the text offers guidelines on ethics in the use of computers.

Figure 9.1 on page 261 shows the copyright symbol that can be found on copyrighted material.

The owner of the artistic expression is generally the one who decides what sort of protection the work should have. Figure 9.2 on page 262 shows the different types of protection that software can have. 

Key Terms:

· Ethics – the set of principles and standards we use in deciding what to do in situations that affect other people. (p. 361)
· Copyright – a type of legal protection accorded to intellectual property (p. 261)

· Fair Use Doctrine – defines the situations in which copyrighted material may be used. (p. 262)

· Pirated software – copyrighted software that is copied and distributed without permission of the owner. (p. 262)

	INSTRUCTOR EXCELLENCE – INTEGRATION

1. When you’re on the Internet, you can download pictures from a Web site – just make sure first that they’re not copyrighted.

2. Put the cursor over the picture and click on the right mouse button.

3. This gives you a menu that includes options to save, copy, print, and so on. 


	INSTRUCTOR EXCELLENCE – I-SERIES INSIGHTS

1. This particular box emphasizes that e-mail, especially e-mail sent from your employer’s system is not private.

2. Many people from large and small companies have been fired for sending and saving inappropriate e-mail.

3. Many students don’t fully realize the implications of using the company e-mail system and that employers have monitoring rights.


MAKING THE GRADE

1. The set of principles and standards we use in determining what to do in situations that affect other people is called ethics. (p. 262)

2. The Fair Use Doctrine says that copyrighted material may be used in certain specified situations. (p. 262)
3. When you buy copyrighted software, you’re buying only the right to use it. (p. 262)
4. Pirated software is copyrighted software that is copied and distributed without the permission of the owner. (p. 262) 

9.2 THREATS IN CYBERSPACE

	INSTRUCTOR EXCELLENCE – PRESENTATION TIP

1. Computer involvement in crime – committing it and solving it – is very much a part of modern living.

2. A good way to start this section is to mention examples of computers used to commit crime.

3. Most students will have already encountered viruses and other perils of cyberspace. Computer viruses are, of course, an example of a type of computer crime. 


Computers are used as weapons in committing crimes of all types. However, computers are also the target of crime since they are one of the most important resources of a modern organization – not for the hardware investment, which may be considerable, but because of the information stored there. 

COMPUTERS AS WEAPONS

There are as many ways of using a computer to steal as there are of stealing the old-fashioned way. Some of the favorites are credit card fraud, identity theft, and scams of various kinds. 

When using a credit card online, make sure your students know how to be safe. They should use secure sites only. Figures 9.3 on page 264 and 9.4 on page 265 show the screen features you get when using a secure Web page. The first warns you that you’re about to enter the secure page and the second shows the https and the padlock that designate a secure Web page. 

Scams online are as many and varied as the offline kind. Figure 9.5 on page 266 shows the FTC’s list of top 10 online scams. 

Key Terms:

· Identity theft – the impersonation by a thief of someone with good credit. (p. 265)

	INSTRUCTOR EXCELLENCE – TO THE WEB

1. It would be appropriate to discuss how to avoid becoming a victim of identity theft.  The following sites can help.

· The Federal Trade Commission Consumer Information on ID theft at www.consumer.gov/idtheft 

· The Office of the Comptroller of the Currency at www.occ.treas.gov/chcktfd.idassume.htm 

· The Office of the Inspector General at www.ssa.gov/oig/when.htm 

· U.S. Department of Justice at www.usdoj.gov/criminal/fraud/idtheft.html


COMPUTERS AS TARGETS

Any action designed to compromise a computer or network makes the computer or computers the target of crime. This sort of crime is usually caused by malware. Malware comes in many varieties – worms are one kind and denial-of-service attacks are another.

The Love Bug was probably the most publicized worm. Figure 9.6 on page 268 shows the steps that the Love Bug worm goes through when it’s unleashed in your computer. This is a generalized attack that seeks to hit as many computers as possible. 

A denial-of-service attack, on the other hand, seeks to bring down one particular computer or network. Figure 9.7 on page 269 shows how a denial-of-service attack works. In a Ping-of-death denial-of-service attack, many thousands of computers attack one computer. 

Key Terms:

· Malware – malicious software that is designed by people to attack some part of a computer system. (p. 267)

· Computer virus (virus) – software designed intentionally to cause annoyance or damage. (p. 267)

· Macro virus – virus that spreads by binding itself to software such as Word or Excel. (p. 267)

· Worm - a computer virus that spreads itself, not only from file to file, but from computer to computer via e-mail and other Internet traffic.

· Virus hoax – e-mail distributed with the intention of frightening people about a nonexistent virus. (p. 268)

· Denial-of-service (DoS) attack – thousands of access attempts to a Web site over a very short period of time, overloading the target site and shutting it down. (p. 269)

	INSTRUCTOR EXCELLENCE – PRESENTATION TIP

1. To make clear to your students how a denial-of-service attack works, try the following pizza-delivery analogy.

2. If you wanted to stop people coming in and out of someone’s (the victim’s) front door making normal activities impossible, you could call all the pizza delivery places in your town and get them all to deliver at least a dozen pizzas to the victim’s doorstep.

3. The entrance to the residence would quickly become so clogged up with pizzas that other activity would have to stop until the mess was cleared up. 

4. This is essentially the way a DoS attack works, so many messages are delivered to one server that it can’t cope. 


THE PERPETRATORS

“Hacker” is the term applied to someone who breaks into computers. There are many types of hackers with varying motivations. The important point here is not necessarily to know the terms as to understand that not all hackers are created equal. Some are working from greed, others from strongly held beliefs, still others hire themselves out. 

The only group of good-guy hackers is the professionals who hack – and are paid to do so - to identify and seal any vulnerabilities in a network so that those with malicious intent can’t get in. These white-hat or ethical hackers are hired to check out the systems they “break into.”

Key Terms:

· Hacker – a very knowledgeable computer user who uses his or her knowledge to invade other people’s computers. (p. 270)

· Thrill-seeker hacker – a hacker without evil intentions, who may even follow a “hacker’s  code,” so that he or she often reports the security leaks to the victims.(p. 270)

· Black-hat hacker – a hacker with malicious intent – a cyber vandal. (p. 270)

· Cracker – hacker who hacks for profit. (p. 271)

· Hacktivist – a hacker who uses the Internet to send a political message of some kind. (p. 271)

· Cyberterrorist – a hacker who seeks to cause harm to a lot of people or to destroy critical systems or information. (p. 271)

· Script bunny (script kiddie) – people who would like to be hackers but don’t have much technical expertise. (p. 271)

· White-hat or ethical hackers – computer security professionals who are hired by the company to find and fix the parts of a network that might be vulnerable to hackers. (p. 271)

	INSTRUCTOR EXCELLENCE – TO THE WEB

1. Ask your students how they feel about hacking, whether they think it’s OK to break into a business’s computer system as long as the hackers don’t do any damage.  The answers that students give to that question are often interesting. 

2. If you’d like to show your students examples of hacked and defaced Web sites, visit the 2600 Hackers Quarterly Web site at www.2600.com. WARNING: You’d be well advised to check out these examples yourself before you put them up on a public screen in the classroom.  Some of them are in particularly bad taste and would be highly inappropriate in a classroom. 


	INSTRUCTOR EXCELLENCE – TO THE WEB

1. Virus hoaxes can be very costly. Remind your students that they shouldn’t automatically believe e-mail, even from people they know, telling them that they caught a virus from the sender.

2. Usually such e-mails specify steps to get rid of the virus. Often these fake cleaning instructions involve deleting a system file, which then causes real problems.

Tell your students to go to a reputable Web site to find out if the message about the virus is real or a hoax. Two good sites to visit are: 

· Symantec at www.symantec.com 

· Urban Legends at urbanlegends.about.com/cs/virushoaxes/index.htm.


MAKING THE GRADE

1. Identity theft is the impersonation by a thief of someone with good credit. (p. 265)

2. A hacker is a very knowledgeable computer user who uses his or her knowledge to invade other people’s computers. (p. 270)

3. A computer virus is software designed intentionally to cause annoyance or damage. (p. 267)

4. When thousands of computers overload a target site by trying to access it at the same time, the target site may be a victim of a denial-of-service attack. (p. 269)

9.3 PRIVACY MATTERS
	INSTRUCTOR EXCELLENCE – PRESENTATION TIP

1. Privacy is usually a topic about which people have definite opinions. 

2. A good way to start this topic is to talk about privacy, or the lack of it, in normal everyday life.

3. For example, anyone who shops at Wal-Mart is monitored by cameras in the dark globes that hang from the ceiling. Las Vegas casinos are also heavily monitored with cameras.

4. Anyone walking along street can be photographed by a newspaper or TV station reporter, and the photo or footage can then be distributed with impunity.

5. The major consideration, at least as far as the legal system is concerned, is whether the victim had an “expectation of privacy” when the photo or video was made. When you’re out in public, you have no such expectation. 


INVASION OF PRIVACY BY OTHER PEOPLE

Your students need to be aware that, in their personal lives, they can be electronically observed in various ways. For direct monitoring of their computer activities, a hardware or software key logger can be installed on their computers that traps every keystroke and mouse click. They can also be monitored with screen capture programs.

E-mail is about as private as a note stuck on the notice board of a Laundromat. Figure 9.8 on page 273 shows an illustration of how e-mail is stored on various computers on its way from sender to receiver. It may also be stored on several computers on the way from sender to recipient.

Key Terms:

· Privacy – the right to be left alone when you want to be, to have control over your own personal information, and not to be observed without your consent. (p. 272)

· Key logger (key trapper) software – records keystrokes and mouse clicks. (p. 273)

	INSTRUCTOR EXCELLENCE – SIMNET

1. The SimNet Concepts Support CD contains a tutorial called “Privacy Issues.”

2. This tutorial gives your students a better understanding of privacy issues. 


INFORMATION ON YOUR BUYING HABITS AND PREFERENCES

Businesses devote enormous resources to gathering information on customer preferences and habits. In some cases, consumers volunteer the information, in other cases the companies acquire the information by other means. Figure 9.9 shows a summary of the three ways that companies can get personal information. 

The United States does not have a coherent set of laws on privacy - the laws formulated up to now have evolved more or less on a crisis-by-crisis basis. Figure 9.10 on page 275 shows a few of those currently on the books. 

On the Web, your actions can be observed by anyone who wants to take the trouble to follow you electronically. One method that some Web sites use is to put a little text file on your computer with information about you. Sometimes this is a very good thing for the consumer. For example, it may contain ID and password information, saving the consumer from having to type all that information in every time they go to the site. Figure 9.11 on page 276 shows the MS Explorer screen that allows you to determine what you want to do about cookies. 

Key Terms:

· Cookie – a small text file containing specific information about you that a Web site stores on your computer’s hard drive. (p. 275)

· Sniffer – software that sits on the Internet analyzing traffic. (p. 276)

· Spam – electronic junk mail or unsolicited mail, usually from commercial businesses attempting to sell you products and services. (p. 277)

· Spoofing – forging the return address on an e-mail so that the e-mail message appears to come from someone other than the sender. 

	INSTRUCTOR EXCELLENCE – INTEGRATION

1. In addition to the cookie settings mentioned in the text, you can set your browser to always allow or disallow cookies from certain sites.

2. In Explorer choose Internet Options from the main menu.

3. Then choose the Privacy Tab.
4. Next, click on Edit, and you’ll get a window into which you type the name of the sites you want to allow or disallow cookies from.


	INSTRUCTOR EXCELLENCE – I CAN

1. Many organizations unknowingly let important and sometimes private records get away on discarded disks.

2. Remind your students that deleting a file doesn’t remove it, even reformatting the hard disk won’t protect you since you can “unformat” a disk and get the information back.

3. The only two ways are safe are to physically destroy the disk or to use an overwriting program that overwrites every single bit on the disk. 


	INSTRUCTOR EXCELLENCE – BREAK OUT

1. This would be a good place to ask students about their experiences with spam.  You could ask the “spammed” students to tell the class what sort of spam they’ve received in the past and if they responded to it.

2. If you’d like to assign a more substantial project, ask students to collect spam for a period of time - perhaps two weeks - and report on what and how much they receive.  It might also be instructive to ask the students what e-mail service they use and relate that to spam messages.  For example, do the students who use Yahoo or Hotmail get more spam than those using the school’s e-mail?

3. Do caution them that if they receive child pornography to, at the very least, delete it immediately. It’s a felony to be in possession of such material and its presence, undeleted, on your hard disk constitutes possession.


GOVERNMENT RECORDS

To be able to function as they are supposed to, government agencies need to keep lots of information on citizens. Some of these databases are for entitlement programs, others are for criminal records, and still others are for the purposes of dividing the country into voting districts. 

Key Terms:

· NCIC (National Crime Information Center) – a huge database with information on the criminal records of more than 20 million people. (p. 278)

HOW TO PROTECT YOURSELF

The cornerstone of any protection system is and understanding of the dangers. So it is in cyberspace. To be safe there you need to implement specific measures in response to threats. The FTC, for example, provides a vehicle for reporting online fraud. Figure 9.13 on page 281 shows the Federal Trade Commission’s Web site, which has an option that allows you to file a complaint online. 

Key Terms:

· Anonymous Web Browsing (AWB) – a service that hides your identity from Web sites that you visit. (p. 280)

· Firewall – hardware and/or software that protects a computer or network from intruders. (p. 281)

	INSTRUCTOR EXCELLENCE – BREAK OUT

1. Ask students if they’ve had trouble with viruses.  Did they get the same virus several times?  Did any virus cause serious damage to their system?  How did they get rid of it?

2. A related question would be to ask how many students have anti-virus protection on their computers.  And if not, why not?


	INSTRUCTOR EXCELLENCE – SIMNET

1. The SimNet Concepts Support CD contains a tutorial called “Security Issues.”

2. It provides your students with more background on computer security.


MAKING THE GRADE

1. A firewall is hardware and/or software that protects computers from intruders. (p. 281)

2. Anonymous Web browsing (AWB) software prevents your being tracked while you’re surfing. (p. 280)

3. The Federal Trade Commission (FTC) tracks consumer fraud of all kinds. (p. 280)

4. Your social security number is the key to most information about you. (p. 280)

LEVEL ONE: REVIEW OF TERMINOLOGY

Multiple Choice

1. What can you NOT do with freeware software? 

a. copy the software.

b. change the software.

c. sell the software.

d. give away the software.

e. You can do all of the above.

ANSWER: c – freeware differs from public domain software in that you may not sell it. (p. 262)

2. The information that a Web site places on your hard disk is called a

a. spam.

b. sniffer.

c. cracker.

d. cookie.

e. firewall.

ANSWER: d – a cookie is a text file with information about you. (p. 275)

3. Spoofing is

a. spreading jokes on the Internet.

b. sending unsolicited e-mail.

c. forging the return address on e-mail.

d. collecting personal information.

e. none of the above.

ANSWER: c – spoofing is a method of trying to hide the source of e-mail. (p. 277)

4. A company can get information

a. directly from you.

b. from contact with you as a customer.

c. from a third party who collected the information.

d. from all of the above.

e. from none of the above.

ANSWER: d – a, b, and c are the three ways in which organizations can get personal information. (p. 274)

5. Threats in cyberspace include

a. credit card theft.

b. identity theft.

c. get rich quick scams.

d. viruses.

e. all of the above.

ANSWER: d – each of these threats is discussed in this chapter. (p. 263, 265, 266, 267 )

6. A virus hoax is

a. a worm that pretends to do damage.

b. e-mail distributed with the intention of frightening people about a non-existent virus.

c. software that cannot be damaged by a virus.

d. the spreading of a virus.

e. none of the above.

ANSWER: b – the idea is to cause the expenditure of time and resources in chasing a fictitious problem. (p. 268)

7. A single virus will generally damage

a. your printer.

b. all the software on your computer.

c. your processor.

d. files on write-protected disks.

e. none of the above. 

ANSWER: b – a single virus will destroy some part of your system. It will almost never affect hardware except in some very rare isolated cases. (p. 269)

8. White-hat hackers are

a. thrill seeker hackers.

b. the same as cyberterrorists.

c. do not have much technical expertise.

d. hired to test a system for vulnerabilities. 

ANSWER: d – white-hat hackers or ethical hackers are hired as a preventative measure. (p. 271)

9. The NCIC is

a. the database that Wal-Mart uses for customer information.

b. the IRS income tax database.

c. a law governing health care information.

d. a database used by law enforcement.

e. is a type of firewall.

ANSWER: d – it stands for National Crime Information Center. (p. 278)

10. An anonymous Web browsing service

a. protects the identity of the Web site you are visiting.

b. protects the identity of your computer from the Web site you are visiting.

c. keeps your personal information (such as age and gender) from being relayed to the Web site you are visiting.

d. guarantees that you will not get any spam.

e. does none of the above. 

ANSWER: a – when you surf the Web, the site you visit and third parties can get your IP address and other information. (p. 280)

True/False

11. ____ Your e-mail is completely private.

ANSWER: False – e-mail is anything but private. (p. 279)

12. ____ Federal law says that no one can use your personal information without your permission.

ANSWER: False – Federal law restricts personal information collected for federal agency use only. (p. 275)

13. ____ Anti-virus software prevents people from developing viruses.

ANSWER: False – anti-virus software detects and deletes or quarantines viruses that arrive on your computer. (p. 279)

14. ____ A copyright protects the expression of an idea.

ANSWER: True – this is what differentiates a copyright from a patent and other legal protections. (p. 261)

15. ____ A firewall protects the privacy of your personal information completely. 

ANSWER: False – a firewall protects a computer or network from intruders. (p. 281)

LEVEL TWO: REVIEW OF CONCEPTS

1. Sensible Internet Use and Good Manners

Fill in the boxes below to complete the categories of the components of your computer.

	Action
	Yes
	No
	E/S/

or M
	Justification

	Should you

	· treat people in Cyberspace with the same courtesy and respect that you would in the brick-and-mortar world?
	X
	
	M
	The Golden Rule applies in cyberspace.

	· knowingly pass on a virus as long as it doesn’t do any real damage?
	
	X
	E


	“Real damage” is in the eye of the beholder.

	· use the MM-DD-YY date format in your correspondence with people from all over the world? 
	
	X
	S
	This is not a universal date format. It’s better to be more specific.

	· edit out irrelevant parts of messages that you’re quoting to others?
	X
	
	M
	Don’t waste people’s time.

	· expect people to answer your e-mail immediately?
	
	X
	M
	People are busy and can’t always respond immediately. 

	· use lots and lots of acronyms like FYI (for your information), IMHO (in my humble/honest opinion), and BTW (by the way)?
	
	X
	M
	Not everyone understands them and they can be irritating. 

	· be careful of what you say about others realizing how easy it is to forward e-mail? 
	X
	
	E
	It’s unethical to be hurtful, or to neglect to consider others.

	· give your ID or password to anyone who asks for it? 
	
	X
	S
	Obvious!

	· assume that your e-mail is private?
	
	X
	S
	It isn’t.

	· be careful about addressing e-mail, since it can seem that you’re sending e-mail to only one person, when in fact you’re sending it to a group? 
	X
	
	E/S/M
	It could be any one of these, depending on what the message is.

	· use offensive language and call people names? 
	X
	X
	E/M
	It’s unkind and could be very hurtful.

	· take e-mail messages off the server and store them on your own system?
	X
	
	M
	You shouldn’t use up space unnecessarily.

	· send copies of everything you receive to everyone you know?
	
	X
	M
	People who forward everything are very annoying 

	· access the e-mail of others without permission?
	
	X
	E
	That’s invasion of privacy.

	· send huge attachments to your e-mail friends?
	
	X
	M/S
	Many ISPs bounce large attachments.

	· forward personal e-mail to mailing lists or Usenet without the author’s permission?
	
	X
	E/M
	This could be betrayal of trust.

	· put a subject heading in your e-mail so that the recipient has a good idea of what the message is about? 
	X
	
	M
	It saves the recipient time.

	· send off-color jokes and pictures in e-mail? 
	
	X
	S/M
	It’s risky.

	· hack into CNN’s computer network?
	
	X
	E
	You have no right to hack unless specifically asked to do so by the owner of the system.


2. Napster, Kazaa, and Other Music Sites

This assignment encourages students to think about the concepts in this chapter and be creative about using them. 

	Term or Concept
	Already there?
	Where it appears in the current story OR new addition

	Sniffer
	No
	

	Spoofing
	No
	

	Virus
	No
	

	Fair Use Doctrine
	No
	

	ID Theft
	No
	

	Copyright
	Yes
	

	Privacy
	No
	

	Ethical computer use
	No
	

	Cookie
	Yes
	

	Web tracking
	Yes
	

	Spam
	No
	

	Firewall
	No
	

	Worm
	No
	

	Denial of service
	No
	

	Pirated software
	Yes
	


Answers will vary according to the imagination of your students.

LEVEL THREE: HANDS-ON PROJECTS

E-COMMERCE

1. Browsing the Web Anonymously

Your students’ answers may vary depending on what sites they chose to use. Here are some sample answers:

a.  Do you have to pay for the service? If so how much? Anonymizer: You can try it for free. Cost to buy is $29.95.

b.  Does the software offer automatically delete or block cookies? Yes.

c.  Does it block or remove ads? It claims to prevent or stop most ads.

2. Renting a Hotel Room

All the large hotel chains have Web sites and almost all let you book rooms online.  Many smaller hotels have Web sites, but you need to call if you want to make a reservation. 

a.  Which chains have hotels in other countries? On what continents do they offer hotel rooms? The larger chains tend to have a presence outside the U.S. as well as domestically.
b.  Which hotel chains have properties in your hometown or in the town where you’re going to college? This will, of course, depend on the town in question.
c.  Can you get airline miles for staying at any of these chains?  Again, the larger chains will give you frequent flyer mile points with the airline of your choice if the chain has a reciprocal agreement with that airline.

d.  Which Web sites give you a picture of the rooms?  Some Web sites will let you do a virtual tour of their facilities, and some tours are better designed than others.
3. Making Airline Reservations

Every major airline and most others let you at least view their flight schedules online.  A large majority also let you book online.

a. Pick a destination at least 1,000 miles from where you are now and compare: prices, number of stops, and how long it takes you to get to the destination airport. Answers to this question will vary according to the trips that students choose. 

b.  Did any of the sites give you a list of cities they serve?  How were you able to choose from the list of cities?  This is mostly a matter of how the site designed its navigation.  Smaller airlines usually give you a list of cities.  That saves the time and effort involved in typing it all in the information. 
ETHICS, SECURITY & PRIVACY

1. Expedia.com Helps to Find the Killer

This project addresses the issues of safety versus privacy. It seems inevitable that you must give up one to get the other. This central issue is how to establish a good balance. 

Discussing this situation in class will most likely result in some spirited discussion about conflicting rights. 

a. Do you think that it was OK for Microsoft to hand over names and addresses of customers? Do you think you’d feel differently if the police came to your door and asked if they could search your home so that they could rule you out? Why or why not? There are two important issues here. The first addresses the issue of the Fourth Amendment that concerns law enforcement search and seizure procedures. There are very strict laws on what can be searched, when, and how. The second issue is that of personal information ownership. United States law, in general, holds that information belongs to those who collect or buy it, not the people it describes.
b. Would it have been all right to search the suspect’s house if the police had not had a court order? Why or why not? This is the Fourth Amendment issue again.
c. How would you feel about law enforcement agencies being able to monitor e-mail and other Internet traffic, simply as a precaution, to try and spot wrong doing? This is a hot issue at the moment and different countries, as well as different individuals, view it differently.
d. The European Union is considering a law to give border police access to e-mail and Internet use by citizens. The law would mean that police could access any and all e-mail and Internet usage information from ISPs simply by requesting it. No court would be needed. Would you support the creation of such a law in this country? Why or why not? What if this law were proposed to protect you from terrorism? Such a law would fly in the face of the laws that govern police procedures. Many countries have special laws for suspected terrorists.
ON THE WEB

1. Want to Know Your IP Address

The IP address will, of course, depend on what computer you’re using and whether you have static or dynamic IP addressing. 

2. Codes of Ethics

A brief summary of the ACM guidelines is as follows:

· Contribute to society and human well being.

· Avoid harm to others.

· Be honest and trustworthy.

· Be fair and take action not to discriminate.

· Honor property rights including copyrights and patents.

· Give proper credit for intellectual property.

· Respect the privacy of others.

· Honor confidentiality.

· Strive to achieve the highest quality, effectiveness and dignity in both the process and products of professional work.

· Acquire and maintain professional competence.

· Know and respect existing laws pertaining to professional work.

· Accept and provide appropriate professional review.

· Give comprehensive and thorough evaluations of computer systems and their impacts, including analysis of possible risks.

· Honor contracts, agreements, and assigned responsibilities.

· Improve public understanding of computing and its consequences. 

· Access computing and communication resources only when authorized to do so. 

· Articulate social responsibilities of members of an organizational unit and encourage full acceptance of those responsibilities. 

· Manage personnel and resources to design and build information systems that enhance the quality of working life. 

· Acknowledge and support proper and authorized uses of an organization's computing and communication resources. 

· Ensure that users and those who will be affected by a system have their needs clearly articulated during the assessment and design of requirements; later the system must be validated to meet requirements

· Articulate and support policies that protect the dignity of users and others affected by a computing system. 

· Create opportunities for members of the organization to learn the principles and limitations of computer systems.

· Uphold and promote the principles of this Code.

· Treat violations of this code as inconsistent with membership in the ACM. 

3. Parental Control Software packages

This is becoming a very popular product.  If you have many non-traditional students who are a little older and have children, this might be a good project to assign. Your students’ answers will vary depending on what software packages they chose. Below are two representative samples.

· Cyber Sitter: Cost $39.95

Features: #1 rated in PC magazine, 30 categories of filtering, updating automatically, parents can override blocks and add sites to the list

· NetNanny: Cost $39.95

Features: Web content filtering, Internet accesses controls, Internet monitoring, prevents cookies and 3rd party monitoring, automatic updates

4. What Polymorphic Viruses Are Floating around Cyberspace?

In this project your students will explore the new polymorphic viruses, which are viruses that change themselves when they infect a computer, making early detection very difficult. The following is an example of polymorphic viruses.

a.  The name of the virus: Wipeout 

b. What it does: It is a polymorphic, stealth, overwriting virus. It commonly infects .com and .exe files and is also know to infect the user’s Master Boot record.

c. The name of the anti-virus software the detects it: McAfee Anti-Virus software is capable of handling the detection and extraction. 
d. The symptoms: The virus most commonly overwrites portions of the .com and .exe files that have become infected making recovery impossible. It also increases the size of the infected files by about 4,000 bytes.

GROUP ACTIVITIES

1. How Does HIPAA Protect Your Personal Health Information?

Following is a brief over view of HIPAA:

· Transaction Standards: The transaction standards call for use of common electronic claims standards, common code sets and unique identifiers for all healthcare payers and providers. 

· Privacy Regulations: The privacy rules govern the release of individually identifiable health information, specifying how health providers must provide notice of privacy policies and procedures to patients, obtain consent and authorization for use of information and tell how information is generally shared and how patients can access, inspect, copy and amend their own medical record. 

· Key provisions for providers include: Consent and authorization requirements, opt-out provisions, minimum necessity requirements, administrative responsibilities, and business associate obligations. Key provisions for patients include: notice of information practices, access to records, right to accounting disclosures, right to request amendment to records, request restriction of uses and disclosures, and the right to request restrictions communicating health information

· Security Regulations: The security regulations dictate the kind of administrative procedures and physical safeguards covered entities must have in place to ensure the confidentiality and integrity of protected health information. 

2. Helping a Friend

This would be a good discussion question. The scenario is intended to differentiate copyright infringement from fraud.

It would help to make your expectations for assignments clear. Sometimes students are a bit confused about what is and is not acceptable behavior. 

3. Providing Personal Information

This is often an enlightening topic for students. They often don’t realize how much information they unwittingly provide for no special reason. That may be quite acceptable to them and it may not. The point is that they make informed decisions on the issue. 

4. Ethics and Laws

The answers here will vary according to your students’ knowledge and experience. 

The following are some examples of behavior that has been or is legal, but which most people in this society would consider unethical: 

· Apartheid

· Child labor

· Restricting women’s rights to own property

· Engaging in human sacrifice

· Slavery

There are many types of behavior that are very controversial. Following are some examples:

· Selling personal information

· Euthanasia 

· Assisted suicide

· Raising prices during a shortage of a product or service

· Withholding help to someone in need

5. Debating Privacy

This can be a very interesting discussion if you assign students to argue a position opposed to their own. It’s a good way get people to examine and consider both sides of an argument. 

6. Digital Signatures and Certificates

People often confuse digital signatures and certificates. This project is to help students understand the difference.

· A digital signature is created from the set of characters in the message, which are used to generate a unique key using a specific set of arithmetic operations. The key is sent with the message and the recipient uses the same set of operations to generate the key again. If they don’t match, the message has been altered. 

· Digital certificates are electronic files that act as a kind of online passport. They are issued by a trusted third party, a certificate authority, whose responsibility it is to verify the identity of the certificate holder. Digital certificates are tamper-proof and cannot be forged. They have two features:

1. Authenticate that their holders - people, Web sites and even network resources such as routers - are truly who or what they claim to be.

2. Protect data exchanged online from tampering or theft.
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