
Selection 13
INTERNET CON ARTISTS ARE PHISHING, BUT DON’T TAKE THE BAIT!

From “Fraud Alert: Don’t Get Phished,” American Bankers Association and Financial Education Corp.

Connecting with What You Already Know

Do these exercises before you read the selection.

Preview this selection by reading the
· introduction (in italics);
· headings;

· first paragraph (paragraph 1).

1. What are “con artists”? 

2. Now that you have previewed the selection, what do you think phishing refers to? 

3. In the selection, you’ll encounter the following words. Identify any words you already know or think you know. Most words have more than one meaning. After you have read the selection, you will have an opportunity to deduce (reason out) their meanings according to how they were used in the selection. At that point, either you will discover that you were correct, or you’ll have a new word in your vocabulary.

unsuspecting

sensitive

disclose

sophisticated

logos

mimic

legitimate

secure

perpetrators

deceptive

Internet Con Artists Are Phishing, But Don’t Take the Bait!

Perhaps you’ve received an email telling you to verify information about your credit card or bank account. If so, you’ve experienced “phishing.” Perhaps you or someone you know is a victim of identity theft. Read the selection to find out more about phishing and, more importantly, how you can avoid it so that you won’t become an identity theft victim.
What is “phishing”?

1
Phishing. No, it’s not a misspelling. Phishing (pronounced “fishing”) is a new, high-tech crime. Con artists pose as legitimate businesses and sent fraudulent emails to gather personal information from unsuspecting consumers. Then they use the information to commit identity theft. 

What type of information do these fraudsters seek? 

2
They’re interesting in learning your social security number, credit card and account numbers. They also like to get PINs (personal identification numbers), passwords, and other sensitive personal data.

How do the criminals pull off the scams? 

3
Perhaps you’re thinking, who would be foolish enough to disclose such information to strangers? The answer is, lots of people! They do it because the criminals pose as legitimate businesses, usually ones that potential victims do business with. The emails look official, and they appear to have been sent by a credit card company, insurance company, bank, mortgage company, or insurance financial institution. Some scammers make their emails appear to come from government agencies. These emails instruct recipients to “verify” their billing address or account number or “validate” information immediately. The emails warn recipients that their account will become inactive or be closed if they do not comply. 

4
Some fraudsters have an even more sophisticated approach. They instruct potential victims to go to a website that looks like the real thing. This is also called spoofing because the colors, the icons, and even the logos mimic those of the legitimate company. (To spoof means to trick or deceive.) Because the request appears genuine, consumers supply the personal, financial, or password data the imposters are “phishing” for. Then it’s only a matter of time before unsuspecting consumers discover that they’re victims of identity theft—and they are puzzled at how it happened.

How can you protect yourself from these fraudsters? 

5
There are several things you can do to avoid being among the tens of thousands of victims each year.

· Do not ever email personal or financial information. Following this simple rule is your greatest safeguard. Legitimate companies do not ask for personal or financial data by email. Even if you reply and tell them they have they wrong person, they then know that they have an active email address: yours.

· Do not click on links that appear in such emails. Instead, call the financial company or institution at the legitimate number it provided. You can also go to their website at an address you know to be correct.

· When you do financial transactions on line (for instance, you make a purchase with a credit card), be sure that the transmission will be secure. Look for a “lock” icon (symbol) that indicates no one can intercept your data. If you do not see the lock icon on the browser status bar, do not submit information.

· Install anti-virus software on your computer and update it regularly; install a firewall. Anti-virus software helps protect you against software in phishing emails that can damage your computer or that enables perpetrators to secretly track your Internet activities.  A firewall blocks communication from unauthorized sources. It also makes you more invisible on the Internet. A firewall is especially important if you have a broadband connection.

· When you receive credit card and bank statements, check them for unauthorized charges. You should also contact your credit card company or financial institution if your statement is more than a few days late. A delay in receiving these can mean that an identity theft has occurred, and that your statements are being sent to another address.

What can you do if you have already given out this type of information or believe you are already a victim of a scam?
6
The Federal Trade Commission (FTC) is a government consumer protection agency. Its goal is to prevent fraud, as well as deceptive and unfair business practices in the marketplace. It also educates consumers about ways to identify, stop, and avoid becoming a victim of these practices. The FTC recommends you notify your credit card company or bank and follow their advice. They may advise you to close your account and open a new one. If no unauthorized activity has occurred yet, they may advise simply to monitor you account carefully. If you think you may have given your social security number to scammers, contact the three national consumer reporting agencies. Ask them to send you copies of your credit reports and to place a fraud alert on your account. 

7
For more information or to report suspicious activity, consult the FTC Identity Theft website (www.consumer.gov/idtheft) or call them toll free (1-877-FTC-HELP, 1-877-382-4357). If you believe you are the victim of a phishing scam, you should file a complaint at www.ftc.gov. 

Source: From “Fraud Alert: Don’t Get Phished,” American Bankers Association and Financial Education Corporation, 2004.

VOCABULARY CHECK

Use the context clues from both sentences to reason out the meaning of the italicized words. The answer you choose should make sense in both sentences. You may use a dictionary to confirm your answer choice, but be sure the meaning you select fits the context of both sentences. 

1. Con artists pose as legitimate businesses and sent fraudulent emails to gather personal information from unsuspecting consumers. 

The unsuspecting animals walked right into the trap.

Unsuspecting (@n.sM-sp+kZt2ng) is an adjective that means


(paragraph 1)

a. not charged with a crime.

b. lazy; unmotivated.

c. exhausted.

d. trusting; not suspicious.

2. They also like to get PINs (personal identification numbers), passwords, and other sensitive personal data. 

Government officials and diplomats must protect sensitive information so that it does not fall into the wrong hands.

Sensitive (s+nZs2-t2v) is an adjective that means



(paragraph 2)

a. capable of being perceived by the senses.

b. easily irritated.

c. available to authorized persons only.

d. reacting to slight changes.

3. Perhaps you’re thinking, who would be foolish enough to disclose such information to strangers? 

The reporter refused to disclose the source of the information he used in his article.

Disclose (d2-skl7zZ) is a verb that means




(paragraph 3)

a. reveal. 

b. say aloud.

c. lie about.

d. hide.

4. Some fraudsters have an even more sophisticated approach. They instruct potential victims to go to a website that looks like the real thing. 

The stockbroker developed a highly sophisticated method for selecting stocks to buy.

Sophisticated (sM-f2sZt2-k"t.Md) is an adjective that means


(paragraph 4)

a. artificial or unnatural.

b. elegant.

c. fancy.

d. clever and complex.
5. This is also called spoofing because the colors, the icons, and even the logos mimic those of the legitimate company. 

MacDonald’s golden arches and the Nike swoosh are logos that are recognized worldwide.

Logos (l7Zg7z) is a noun that means





(paragraph 4)

a. websites.

b. pictures printed on packages.

c. symbols or trademarks designed for easy and definite recognition.

d. signs that are painted on the sides of buildings.

6. The colors, the icons, and even the logos mimic those of the legitimate company. 

The bodies of insects known as “daddy longlegs” mimic twigs, making it hard for predators to spot them.

Mimic (m2mZ2k) is a verb that means




(paragraph 4)

a. make fun of.

b. resemble closely.

c. destroy.

d. cover up.

7. Legitimate companies do not ask for personal or financial data by email. 

Because the gangster feared for his family’s safety, he left the mob to start a legitimate business. 

Legitimate (lM-j2tZM-m2t) is an adjective that means



(paragraph 5)
a. lawful.

b. born to legally married parents.

c. reasonable.

d. successful.

8. When you do financial transactions on line (for instance, you make a purchase with a credit card), be sure that the transmission will be secure. 

The FBI and CIA are careful to use secure telephone lines when they conduct business.

Secure (s2-kyKr) is a verb that means




(paragraph 5)

a. free from loss.

b. free from anxiety, fear, or doubt.

c. free from cost or expense.

d. free from being intercepted by unauthorized persons.

9. Anti-virus software helps protect you against software in phishing emails that can damage your computer or that enables perpetrators to secretly track your Internet activities. 

From video surveillance tapes, the police were able to identify the perpetrators of the bank robbery.

Perpetrators (pûrZp2-tr"t.Mrz) is a noun that means



(paragraph 5)
a. persons who use the Internet.

b. persons who commit crimes.

c. persons who send spam.

d. persons who work in banks.

10. Its goal is to prevent fraud, as well as deceptive and unfair business practices in the marketplace. 

The advertisement was deceptive; it left the incorrect impression that the price of the 

car alarm system included installation.

Deceptive  (d2-s+pZt2v) is an adjective that means



(paragraph 6)
a. meant to trick or mislead.

b. meant to help or improve.

c. meant to gain respect.

d. meant to break the law.

COMPREHENSION CHECK

Read each of the following questions. Base your answers on information in the selection. You may refer to the selection as you answer the questions.

1. The term “phishing” refers to


a. unsolicited emails sent by the FTC.

b. an Internet identity theft scam. 

c. consumers updating their personal information.

d. businesses with illegal websites.

2. Scammers who phish pose as legitimate businesses, especially


a. financial institutions. 


b. credit card companies.


c. insurance companies.


d. all of the above  

3. The fake websites seem legitimate because they 


a. have colors, icons, and the logos that look like those of the real company. 


b. are spam.


c. direct consumers to still other legal websites.


d. ask for personal information.

4. To pressure consumers to respond, fraudsters


a. send emails threatening to wreck the person’s credit.

b. give consumers a 24-hour deadline for responding.

c. offer them low-interest credit cards.

d. tell them their account will be closed or become inactive. 

5. Instead of replying to a suspicious email or clicking on the email link, consumers should


a. contact the financial company by using a phone number or website that is known  correct. 


b. reply to the email, but insist on additional information or proof.

  c. send the information requested unless there is a “lock” icon on the browser status bar.

  d. call the police immediately to report the company.

6. The “lock” icon on the browser status bar signals that


a. information will be blocked from transmission.


b. transmission is not possible at that time.


c. information will be secure during transmission. 


d. a website is legitimate.

7. When you receive credit card or bank account statements, you should


a. look for unauthorized charges as soon as you receive the statements.

b. call and confirm your billing address and account balances if your statement is more than a couple of days late.

c. neither a nor b

d. both a and b

8. If you have already replied to a phishing email or believe you have already become a phishing victim, you should


a. call the police and report what has happened.


b. notify your credit card company or bank and file a complaint at www.ftc.gov. 


c. visit www.ftc.gov/spam.

d. change your email address.

9. “Sensitive personal data” refers to


a. social security numbers.


b. account and credit card numbers.


c. personal identification numbers and passwords.


d. all of the above 

10.  It is important to install a firewall on your computer because it

a. helps protect you if against software in phishing emails that can damage your computer

b. helps protect you if against software in phishing emails that enables perpetrators to secretly track your Internet activities.

c. blocks communication from unauthorized sources and makes you more invisible on the Internet. 

d. alerts the FTC if there is suspicious activity on your computer.

WRITING TO MAKE CONNECTIONS

Respond to the following items, based on information in the reading selection and on your own experience. You may refer to the selection as you answer the questions.

If the item has this symbol, your instructor may assign you to work collaboratively on it with classmates:  
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1. Have you or someone you know ever received any emails or spam from con artists who are phishing? Did you or the person respond? Explain what happened and whether you provided the information the criminals were phishing for.

2. What do you think the government could do to make consumers more aware of the crimes of phishing and identity theft? 

       [image: image2.wmf]        
3. Have you or someone you know been a victim of identity theft? If so, what happened? What was done to try to fix the problem? If you have not experienced identity theft and do not know any one who has, what do you think would be involved in solving the problem?

WEB RESOURCES

In case any Web address below has become inactive since the publication of this book, use these descriptors with Google or another search engine of your choice:

· phishing

· Internet scams

www.crimedoctor.com
The Crime Doctor website gives “prescriptions for security and safety.” In the column of security topics, click on “phishing.” 

www.microsoft.com/athome/security/email/phishing.mspx
MSN offers information about phishing that includes a sample of what a phishing scam email might look like, as well as how you can tell if an e-mail message is fraudulent and the do’s and don’ts of dealing with suspicious e-mail.
survey.mailfrontier.com/survey/quiztest.html
Can you spot a fraudulent website used to phish for information? The Frontier Phishing IQ Test II lets you view 10 websites—ones labeled with recognizable names such as eBay, Amazon, Chase, Bank America, and MSN—and decide whether each is legitimate or a phishing fraud.

www.antiphishing.org
The Anti-Phishing Working Group hosts this website. This more technical website lists recent phishing attacks (specific scams), as well as advice on avoiding phishing scams and what to do if you’ve given out personal information.

