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I.
9.1: Asset Management

A.
IT asset management is the process of tracking information about technology assets throughout the entire asset life cycle, from initial purchase to retirement.

1.
Provides IT organizations with the information to manage and leverage assets for increased productivity and reduced cost of ownership.

2.
Common information technology assets include the following.

a)
Hardware
b)
Software
c)
Proprietary data
d)
Backups and archives
e)
Manuals, guides, and books
f)
Printouts
g)
Audit records
h)
Distribution media for licensed software
i)
Warranties and maintenance agreements

B.
Challenges of IT asset management
1.
Need to know what assets they possess, the value of the assets, and where the assets are physically located.

a)
Detailed information that should be recorded for each asset.

(1)
When it was obtained.

(2)
How much it cost.

(3)
What hardware and software it includes.

(4)
Whether software is licensed.

(5)
Who it was purchased from.

(6)
Who is using it?

(7)
Where it is physically located.

(8)
Whether it is covered by a maintenance agreement.

(9)
When the lease expires.

b)
IT assets are unlike other capital assets and are difficult to manage.

(1)
PCs are configured in a number of different ways that impact how they can be utilized and upgraded.

(2)
Software is subject to specific licensing agreements, such as limitations on the number of different users, requiring sophisticated monitoring of software usage to avoid legal consequences.

(3)
Organizations are continually changing, and the changes require knowing the location of all assets both before and after moves.

(4)
New assets are constantly being introduced, while existing assets are upgraded, reassigned, or retired.

(5)
More and more technology assets are mobile, making them difficult to track.

C.
Benefits of IT asset management.

1.
Help desk personnel are able to view workstation configuration and service history as well as track problems that have occurred on systems.

2.
Facilities managers are able to determine where technology assets are located.

3.
Service managers have easy access to warranty and maintenance data.

4.
Network managers see network configuration in detail, which can be particularly useful when troubleshooting.

5.
Accounting analysts review asset values and track technology investments.

6.
Purchasing managers view costs and orders across the organization.

7.
Financial managers view the entire inventory and determine how to get the best return on the company’s investment in technology.

8.
System managers see lease and maintenance status and can effectively plan for upgrades.

9.
Software managers view usage and licensing information.

10.
IT managers discover ways of optimizing IT resources across the organization.

II.
9.2: Tracking Assets

A.
Collecting asset information, the first step in asset management.

1.
Asset tracking tools (AKA auto-discovery tools) are software applications that gather data about technology assets via the network. See Figure 9.1, “A screen from an asset tracking program”. The result is a list of each computer’s characteristics including the following.
a)
Type of computer.

b)
Hardware components
c)
Peripherals
d)
Software
e)
Where it exists on the network.

f)
CPU type and speed.

g)
Serial numbers
h)
RAM
i)
Hard disk capacity and free space.

j)
BIOS information
k)
Installed modem information.

l)
Ethernet card information.

m)
Software vendor, versions, and license number for all installed software titles.

B.
Accessing the database.
1.
Collected inventory data is exported into a centralized asset tracking database, which should include the following.

a) 
User contact information.

b)
Hardware configuration.

c)
System software configuration.

d)
Serial numbers.

e)
Warranty information.

f)
Network wall jack and port numbers.

g)
Physical location.

h)
Asset identification tag numbers.

i)
Troubleshooting and service histories.

III.
9.3: Asset Management and the Help Desk

A.
Integrating a help desk management system with help desk systems can result in increased productivity, financial savings, and greater user satisfaction. An asset management program can provide a help desk with the following benefits.

1.
Availability of configuration information.

a)
Without asset management, a help desk analyst must attempt to gather accurate information from a user, which can be time consuming, and the information may be inaccurate or incomplete.

b)
Asset management software automates the process. See Figure 9.2, “Sample workstation configuration screen.” The analyst knows the configuration of the computer without asking. Furthermore, to pinpoint changes to the user’s configuration:

(1)
An analyst can also access a complete history of a user’s configuration changes, upgrades, and support requests.

(2)
An analyst can take a “snapshot” of the user’s current configuration and compare it against the specifications in the asset database.

2.
Accuracy of information.
a)
Information received from an asset management database is accurate, while that received directly from the user may not be.

b)
Reliable information enables an analyst to correctly diagnose more problems from the initial contact, leading to an improved first call resolution rate.

3.
Prevention of widespread problems.

a)
If a configuration problem discovered on one computer has the potential of occurring on hundreds of similarly configured computers, an analyst can use an asset management program to locate those other computers.

b)
Before other users discover a problem, an analyst can be proactive and save both time and money by sending a fix out over the network to all affected computers.

4.
Remote diagnosis of problems.

a)
Used as a diagnostic tool, it can examine a user’s hardware and software configuration and compare against usage prerequisites, corporate standards, and known problems to determine the base-cause of a problem.

b)
A database can be used to ensure that all users have the most up-to-date versions of software.

5.
Detection of unauthorized software.

a)
When an employee reports a problem with software, an analyst checks the database and may discover that this software is not legally licensed to that user’s computer.

b)
The appropriate steps can then be taken: either removing the software or obtaining a legal license for it.

6.
Determination of total cost of ownership.

a)
Identification of the software and hardware that is the most expensive to maintain.

b)
Asset management can help to redistribute assets rather than simply replace them. A computer that is not powerful enough for one user may be seen as an upgrade by another user.

7.
Implementation of change requests.

a)
The help desk can use asset management when a company or department is moved, tracking the movement of hardware and software.

b)
Ensure that everything is moved to the proper location and is operating correctly after the move.

8.
Tracking of warranty and maintenance information.

a)
Through asset management, a help desk can avoid duplication of the services that are covered by warranties and maintenance and support contracts.

IV.
9.4: Threats to Computer Security

A.
Computer security is the process of planning, implementing, and verifying the protection of an organization’s computer-related assets from internal and external threats. The primary functions of computer security are as follows.

1.
To secure assets, such as computer software and data.

2.
To ensure that computer resources are available when needed.

B.
Measures taken are similar to home security and involve a number of different methods. Computer security includes the following.

1.
Passwords, file protections, and encryption to keep intruders out.

2.
Log files and system alerts to warn of unauthorized entry.

3.
Backup, uninterruptible power supplies, and mirrored disk images to repair or replace items after damage.

4.
Security policies to handle violations that do occur.

C.
Sources of security threats (including natural events as well as events resulting from human malicious intent).

1.
Natural disasters such as rain, fire, flood, earthquake, explosion, lightning, and building structural failure.

2.
Utility outages, such as a loss of electrical power.

3.
Random hackers.

4.
Computer viruses.

5.
Theft of assets.

6.
Political terrorism.

7.
Subversive employees or contractors.

8.
System configuration changes.

9.
Bugs in software.

D.
Physical security.

1.
Physical security is the protection of building sites and equipment from theft, vandalism, natural disasters, manmade catastrophes, and accidental damage. It requires the following.

a)
Suitable emergency preparedness.

b)
Reliable power supplies.

c)
Adequate climate control.

d)
Appropriate protection from intruders.

2.
Physical security is a vital part of any security plan; without it, all other forms of security are more difficult to implement.

3.
Most security threats are the result of human actions.

a)
Range from innocent or curious to malicious and deliberate.

b)
A security incident is an event that, without a timely expert response, could result in severe damage.

c)
Security incidents have caused damage ranging from minor service disruptions to major losses of data.

d)
Examples of malicious incidents.

(1)
An intrusion to steal or alter data.

(2)
An intrusion to plant malicious code.

(3)
An attempt to interrupt or deny service.

E.
Network Security is the practice of protecting and preserving resources and information on a network.

1.
It’s one of today’s highest-profile information security issues.

2.
Maintaining a secure network involves the following.

a)
Network basics
(1)
PCs are connected to a local area network (LAN) so that users can exchange and share information and hardware.

(2)
The central component of a LAN is the server, a powerful computer that acts as an intermediary between PCs on the network and provides a large volume of disk storage for shared information, such as shared application programs (see Figure 9.3, “Diagram of a basic LAN configuration.”)
(3)
A server controls access to the data through the use of access controls that limit user access to various files and programs stored on the server.

(4)
Decisions are made about who has access rights to the various types of data.

(5)
To initiate a session on the network, or execute programs on the server, a user at a PC must log into the server and provide a user ID and password (the “key”). The user can then use the files to which he or she has been granted access rights.

(6)
Software can be used to create activity logs that detail the activity on each system and that can be reviewed for abnormalities.

b)
Routers, firewalls, and proxy servers.

(1)
A router is a device that links a local network to a remote network and determines the best route for data to travel across the network.

(2)
A network router reads the address information on every packet of data passed to it, and determines whether it is intended for a destination within the router’s own network or if it should be passed further along to another network.

(3)
Depending on the network configuration, the packets of data usually must also pass through an open port in a firewall before continuing on to their destination. A firewall is a security device that examines traffic entering and leaving a network, and determines (based on a set of user-defined rules) whether to forward it toward its destination.

(4)
A firewall will perform packet filtering, the process of examining the nature of each piece of information traveling into or out of the network and deciding which type of traffic can enter or leave.
(5)
A firewall prevents unauthorized entry into a network, and unauthorized data from exiting the network. It controls what users can access on the Internet by blocking access to certain Web sites.

(6)
Firewalls can also be used to log information such as files that are transferred, Web sites that are visited, and servers that are logged into.

(7)
Some firewalls even have antivirus software built in to reject known viruses.

(8)
A firewall often interacts with a proxy server, a software application that acts as an intermediary between applications and servers. When a user activates a Web browser to retrieve a Web page from the Internet, the request goes to the proxy server instead of directly to the Web server, and the proxy server makes the request to the Web server. The requested information is delivered back from the Web server to the proxy server, which relays the information to the user’s workstation.

(9)
A proxy server provides a great deal of control over network traffic through various techniques, including filtering and keeping out certain types of files, such as those with the suffix EXE or BIN.

(10)
Figure 9.4, “The flow of information in a secured network,” illustrates the flow of traffic in a secured network.

c)
Passwords are used to keep unauthorized users from logging on to a system or network.

(1)
Password logging programs can track all successful and failed login attempts, which can be useful in detecting possible break-in attempts or unauthorized logons.

(2)
Although widely used, passwords have a few disadvantages: users forget their passwords, and/or they tend to use passwords that are easy to guess.

d)
Cryptography is the protection of information by transforming it into an unreadable format before it is distributed.
(1)
To read the message, the recipient must have a key to decipher the information.

(2)
Encryption is the act of encoding the contents of a message.

(3)
Cryptography enables the recipient to determine if the document has been intercepted and tampered with before final delivery, allowing it to be checked for authenticity.

(4)
Cryptography is primarily for the transfer of sensitive data over networks.

(5)
Widely used to protect e-mail messages, credit card information, and corporate data.

(6)
Encrypted messages are vulnerable to cracking, but this is more and more difficult as new standards are developed.

e)
Antivirus software scans a system for known viruses, attempting to remove detected viruses, and (in some cases) fixing problems created by a virus.

(1)
Cannot detect and eliminate all viruses because new viruses are developed, and antivirus software must be kept up-to-date to be effective.

(2)
Antivirus software will prevent some incidents from occurring, but should be considered only one of many necessary security devices.

V.
9.5: Security Processes
A.
Identifying assets.

1.
Assets must be identified before they can be protected, so asset discovery is performed as part of asset management.

2.
Once identified, gauge the risk level of each category or asset.

B.
Assessing security needs and risks.

1.
An assessment should determine the risk level, including how inappropriate asset use or a security breach might affect the organization in the areas of operation, loss of revenue, loss of reputation, or possible lawsuits. With that in mind, an assessment should address the following key areas.

a)
Physical security
b)
Exterior security: fencing, lighting, building location.

c)
Secured disposal sites: trash compactors, shredders.

d)
Building security: locked doors, biometric authentication, guards, and security cameras.

e)
Computer data center: Environmental controls, fire suppression, cable management, secure consoles.

f)
Data security.

g)
Passwords: effective management, user awareness.

h)
Data classification: general access, confidential, restricted, top secret.

i)
Data access privileges: assigned by user and/or group.

j)
Social engineering: persons pretending to be employees or maintenance workers to gain unauthorized access.

2.
Information generated will help the IT staff and management make logical decisions about protecting company assets, and will be a reference for creating and/or updating the company’s existing security policy.

C.
Preparing for security violations.

1.
Threats from outside a company make the news more often than threats from within, but the latter is more common.

2.
Causes of internal security violations may include the following.

a)
A curious employee with unrestricted access exploring files.

b)
A disgruntled employee on probation deliberately destroying data.

3.
A well-written, comprehensive security policy is the foundation for building a secure computing environment.
4.
A security policy must: 

a)
State its purpose.

b)
Identify its scope.

c)
Define terms.

d)
Declare the rights of users.

e)
Delegate responsibility and action.

f)
Reference related documents.

g)
Always change to meet nearly all criteria.

h)
Be easily understandable and recognized as an authoritative document.

i)
See Figure 9.5, “Excerpt from a security policy.”

5.
Every employee must understand his or her role in the protection of corporate assets.

6.
They must understand that, although they are capable of making configuration changes, downloading patches, and upgrading software, under the security policy they may not be permitted to do these tasks.
D.
Monitoring networks and their use.

1.
To ensure security, networks must be monitored at all times, using a tool such as:

a)
An intrusion detection system (IDS) that inspects all inbound and outbound network activity and identifies suspicious patterns that may indicate an attack.
(1)
One type of intrusion detection system is a sniffer, which intercepts and analyzes data packets transmitted over a network.

(2)
A sniffer can detect the out-of-the-ordinary packet that may be part of an attack.

(3)
IDSs are only effective when the data is reviewed on a regular and timely basis.

E.
Responding to incidents.

1.
The way in which an organization responds to computer security incidents is known as its incident handling capability.
a)
As important as preventing security intrusion.

b)
Must quickly and efficiently react to disruptions in the normal course of events.

c)
At minimum, there must be a written policy that specifies procedures to be followed in the event of a violation or attack.

d)
Systems must be in place to record all activity, and to quickly escalate to upper management in the event of a serious attack.

2.
Centralized reporting.

a)
Users must be able to report incidents in a convenient, straightforward fashion, referred to as centralized reporting.
b)
If reporting an incident is difficult or time-consuming, the incident handling capability may not be effective.

c)
An existing help desk can be used for security incident reporting using:

1)
A special telephone number.

2)
A special e-mail address.

3.
Preventing future damage.

a)
Organizations can use their incident handling capability to prevent damage from future incidents, because they can learn from past incidents.

(1)
Identify patterns and potential vulnerabilities and identify the need for additional security measures.

(2)
Prior incident information can be used as examples in a user training program.

VI.
9.6: Additional Security Measures

A.
Several additional measures can ensure the safety and integrity of computer systems, including backups, user education, and disaster recovery plans.

1.
Backups
a)
The activity of copying files to another medium so that they will be preserved in case the originals are no longer available.

b)
A successful backup plan is critical in recovering from either a minor or major security incident involving critical data.

c)
Careful planning is required, with consideration of the following issues.

(1)
Which files are to be backed up?

(2)
How often should these files be backed up?

(3)
Who will perform the backups?

(4)
How often are backups tested for accuracy and quality?

(5)
Where and how will backups be stored?

(6)
How long will the backups be maintained?

d)
The most common backup methods are as follows.

(1)
Full backup: All selected files are backed up, even if they have not been modified since the last backup.

(2)
Incremental: Only selected files that have changed since the last backup are backed up.

(3)
Differential: Only files that have changed since the last full backup are backed up.

(4)
Daily copy: Only files that were changed on that day are backed up.

(5)
Copy: This allows for backing up only the selected files.

2.
User awareness and education.

a)
Computer security is every employee’s responsibility, not just that of the help desk.

b)
User’s must be educated in computer security because their actions are critical to computer and data security.
c)
Human actions account for far more computer-related loss than all other causes combined.

d)
Training and awareness programs help users to become knowledgeable about how to prevent, recognize, and report incidents.

e)
The purpose of computer security training is to enhance security by improving users’ awareness of the need to protect system resources and enabling them to develop skills and knowledge to perform their jobs more securely.

f)
Users need to understand good company security practices including the following.

(1)
How to protect the physical area and equipment.

(2)
How to protect passwords or other authentication data.

(3)
How to recognize and report incidents of security violations.

g)
Written guidelines
(1)
Users should be informed about the organization’s policies for protecting information and computer systems, and the roles and responsibilities of various organizational units with which they may have to interact.

(2)
Security planning process must include establishing guidelines for what is expected of the users of the system.

(3)
In early stages of security planning process, effort should be put into developing a set of written guidelines that will be presented to the users.

(4)
This set of guidelines is an acceptable use policy. See Figure 9.6, “Sample acceptable use policy.”

(5)
Employees must be made aware of these policies and procedures.

(6)
Enforcing penalties may be difficult if users can claim ignorance when doing something wrong.
h)
Individual accountability
(1)
Security training also makes users aware of their security responsibilities and promotes individual accountability—one of the most important ways to improve computer security.

(2)
Major causes of loss due to an organization’s own employees are errors and omissions, fraud, and actions by disgruntled employees.

(3)
Security awareness training 
is designed to reduce employee errors and omissions.

(4)
It can also reduce fraud and unauthorized activity by making employees aware of their own accountability and the penalties associated with such actions.

3.
Disaster recovery plans.

a)
A disaster recovery plan details activities and preparations to minimize loss and ensure continuity of critical business functions in the event of a major disaster.

b)
The types of events addressed by a disaster recovery plan include:

(1)
Natural disasters (earthquake, fire, flood, storm).

(2)
Terrorist acts (explosion, chemical weapons, and hostage-taking).

(3)
Power disruptions and power failures.

(4)
Computer hardware or software failures.

(5)
Computer shutdowns (effect of hacker, virus).

(6)
Labor problems (strike, slowdown, walkout).

c)
At the heart of a computer-related disaster is the loss of corporate servers and their network connections.

d)
Downed corporate servers and networks take with them the day-to-day operations of an organization.

e)
Most disaster recovery plans specify that data and servers are maintained at a physical location separate from a company’s main facility, known as a recovery site.

f)
There are several types of sites. An appropriate type should be selected and set up for the disaster recovery plan. The types of recovery sites are:

(1)
Hot site-A disaster recovery implementation in which duplicate servers, applications, and data are maintained in real-time synchronization with the main systems, so that in the event of a disaster, there is no loss of processing time, since the alternate systems are already up and running.

(2)
Cold site-A disaster recovery implementation in which applications and data, and often duplicate servers, are maintained on a standby basis with regular updates, but in the event of a disaster, it takes time to bring the systems up to speed.

(3)
Off-site-A disaster recovery implementation in which data is stored off-site, but no hardware is off-site, and, therefore, damaged hardware must be repaired or replaced.

g)
Steps in the recovery process.

(1)
Step 1: Respond. Activate the disaster plan and notify the individuals responsible for responding to disasters (the recovery team).

(2)
Step 2: Restore Infrastructure. The recovery team arrives at the recovery site, assesses the situation, and begins to rebuild the network.

(3)
Step 3: Restore Data. Once the network infrastructure is rebuilt, the process of restoring server-based data and applications from the most recent backups begins.
(4)
Step 4: Return to normal operations. During this step, the company begins to return to work at the main facility.

(5)
Step 5: Evaluate the disaster recovery plan. Once business operations have returned to a normal state, everyone involved in the recovery effort must evaluate the disaster recovery plan. If necessary, the plan should be updated.

h)
The help desk’s role in disaster recovery.

(1)
A pivotal role (in most organizations).

(2)
A key element in a disaster recovery plan is a list of names and numbers to contact after a disaster occurs.

(3)
Employees are used to contacting the help desk. It is, therefore, logical to use the help desk to contact employees and to respond to incoming questions about the availability of the systems.

(4)
A representative of the help desk should be intimately involved in restoring systems to a fully functioning state.

(5)
Help desk should store copies of critical data off-site including:

· A master contact list of all help desk team members and their home telephone numbers, cell phone numbers, pager numbers, and home e-mail addresses is needed to facilitate communication after a disaster.

· A CD with the most recent standard image for corporate desktop machines in the event employee PCs need to be re-imaged or employees must temporarily work at an off-site location.

· Installation media for core applications.

· A database for tracking issues during the recovery process. The process of creating trouble tickets continues while the company is in recovery mode. When employees in the field attempt to connect to the network and run applications at the various stages of recovery, their issues must be tracked and worked the same way as any other user request.
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