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File Edit Capture Display Tools

MNa. . ‘Time ISDurce Destination IF'rotocal ‘Infa j

24.602562 192.168.2.2 64,58, 76,98 TCP 1343 > https [SYM] Seq=1616699556 Ack=0 win=64240 Len=0

3 4.660543 64.58.76.98 192.168.2.2 TCP https > 1343 [SYM, ACK] Seq=475730889 Ack=1616599557 wWin=65535 Len

4 4.660585 1592.168.2.2 64.58.75. 08 1343 » https [ACK] Seq=1616699557 Ack=475730890 win=64240 Len=0

4. A 54 . 7 ] Client Hello

5 4,734049 64.58.76.98 192.168.2.2 SSLw3 server Hello, Certificate, server Hello Done

7 4.734811 192.168.2.:2 64.58.76.98 SSLw3 Client Key Exchange, Change Cipher spec, Encrypted Handshake messa

8 4.775637 64.58.76.98 152.168.2.2 SSLws Change Cipher Spec, Encrypted Handshake Message

5 4.844454 192.168.2.2 64.58.75. 98 S5Lw3 Application Data

10 4.921826 64.58.76.98 192.168.2.2 SSLw3 Application Data, [Unreassembled Packet]

11 4.922310 &4.58.76.98 152.168.2.2 SSLw3 continuation pata, [Unreassembled Packet] /

=) | -~

e L A B L L e AL A\ taran= il

B secure socket Layer
B ss5Llve Record Layer: Client Hello

Length: 76

Handshake Message Type: Client Hello (1)

version: SSL 3.0 (0x0300)

Cipher spec Length: 51

Sessjon ID Length: O

Challenge Length: 18§

B Cipher specs (17 specs)

Cipher Spec: TLS_RSA_WITH_RC4_128_mMDS (Ox000004)
Cipher sSpec: TLS_RSA_WITH_RC4_128_SHa (Ox000005)
Cipher Spec: TLS_RSA_WITH_3DES_EDE_CBC_SHA (0x00000a)
Cipher sSpec: SSL2_RC4_1Z2E_WITH_MDS (Ox010080)
Cipher sSpec: SSL2_DES_192_EDE3_CBC_WITH_MDS (Ox0700c0)
Cipher sSpec: SSL2_RCZ_CBC_128_CBC_WITH_MDS (0x030080)
Cipher Spec: TLS_RSA_WITH_DES_CBC_SHA (Ox000009)
Cipher Spec: S5LZ2_DES_&4_CBEC_WITH_MDS (Ox0&0040)
Cipher Spec: TLS_RSA_EXPORTLOZ24_WITH_RC4_56_SHA (0x0000647
Cipher Spec: TLS_RSA_EXPORTL024_WITH_DES_CBC_SHA {0x000062)
Cipher sSpec: TLS_RSA_EXPORT_WITH_RC4_40_MDS (Ox000003)
Cipher Spec: TLS_RSA_EXPORT_WITH_RC2_CBC_40_MDS (0x000006)
Cipher Spec: SSLZ_RC4_1Z8_EXPORTA0_WITH_MDS (Ox0Z20080)
Cipher Spec: SSL2_RCZ_CBC_128_CBC_WITH_MDS (Ox040080)
Cipher Spec: TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA (0x0000137)
Cipher sSpec: TLS_DHE_DSS_WITH_DES_CBC_SHA (0x000012)
Cipher sSpec: TLS_DHE_DSS_EXPORTL024_WITH_DES_CBC_SHA (Ox0000637)

Qo4 10 00 00 04 00 00 0f 00 00 0a 01 00 80 07 00 CO ... vis wniaenn- )
Qo050 03 00 80 00 00 0% 06 00 40 00 00 &4 00 00 62 00 ........ &, .d..h

QOG0 Q0 03 Q0 00 06 02 00 80 04 00 S0 00 00 13 00 00 L. iiinn wrnnnrnn

Qo700 12 00 00 63 96 fa 28 1d ob 17 cd 17 20 bb 6a of cioeiiiber sl G

QoB0 4c 1d 56 F1 L.vq ||
Filter:“

j Reseti ApplﬂiChaIIenge data used to authenticate server (ssl.handshake.challenge), 16 bytes
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File Edit Capture Display Tools

Ma. . ITime JSnuru:e Destination ]F'rotocol Jlnfo j

2 4.602562 1592.168.2.2 64.58.76. 58 TCP 1343 > https [5¥N] Seq=1616699556 Ack=0 wWin=64240 Len=0

3 4.6605343 64,58.76.98 192.168.2.2 TCP https > 1343 [5¥N, ACK] Seq=475730889 Ack=1616699557 win=65535 Len

4 4,660585F 192.168.2.2 64. 58, 76. 58 1343 > https [ACK] Seq=1616699557 Ack=475730890 win=64240 Len=0

5 4.662789 64. 58,76, 58 Client Hello

G 4.7340405 ] 152.168.2.2 server Hello, Certificate, Server Hello Done

7 4,734811 1592.168.2.2 64.58.76. 98 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Messa

8 4.775637 64,58.756.98 192.168.2.2 Change Cipher sSpec, Encrypted Handshake Message

9 4.844494 1592.168.2.2 64.58.76. 98 Application Data

10 4,.9215828 64.58.76.98 192.168.2.2 Application Data, [Unreassembled Packet]

11 4.922310 64.58.75.98 192.168.2.2 Continuation Cata, [Unreassembled Packet] /
R I =
T 3

Bl Secure Socket Layer
B s5Lv3 Record Layer: Server Hello
Content Type: Handshake (22)
version: SsSL 3.0 (Ox03000
Length: 74
El Handshake Protocol: Server Hello
Handshake Type: Serwver Hello (2)
Length: 70
version: Ss5L 3.0 (0x03000
Random. gmt_unix_time: Jan 21,
Random. bytes
Session ID Length: 32
Session ID (32 bytes)
Cipher Suite: TLS_RSA_WITH_RC4_128 MDI (Ox00047
compression Method: null (0)
B ss5Lv3 Record Layer: Certificate
Content Type: Handshake (227
version: S50 3.0 (0x03000
Length: &0l

B Handshake Protocol: certificate

Handshake Type: Certificate (11)
Length: 587
Certificates Length: 594
B certificates (594 hbytes)
Certificate Length:

2003 09:55:53, 000000000

Done
- ]
00ad 2c 11 do ec ef el c0O 33 d3 df 83 e5 d5 e4 30 O0d ,...... 2 0. =
00b0 06 09 2a 86 48 86 f7 0od 01 01 04 05 00 30 5F 31 mimet o i i 0_1 |1
00cC Ob 30 09 06 03 55 04 06 13 02 55 53 31 20 30 le R ¢ S I R T L I ¢
00do 06 03 55 04 Oa 13 17 52 53 41 20 44 61 74 61 20 --U....R 5A Data
00ed 53 65 63 75 ¥2 69 74 79 2c 20 49 6e 63 2e 31 2e security , Inc.1l.
nofo 20 2c 06 02 5% 04 0b 12 2% 52 A% A 75 72 6% 20 0O___l___ ¥sacura #
Filter: J f| Reset| Apply jCeniﬂcate (zsl.handshake. certificate], 531 bytes
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@ mailsecure - Fthereal

File Edit Capture Display Tools Help‘
Mo, | Time . Source Destination lF'rnmc:nI ‘Infn j
2 4.6802562 192.168.2.2 a4, 58, 70, 98 TCP 1343 > https [SYM] Seq=1l61l6659%556 Ack=0 win=64240 Len=0
3 4.660543 &4.58.76.98 1592.168.2.2 TCP https » 1343 [S¥M, ACK] Seq=475730889 Ack=1616598557 win=56553"
4 4,6000585 192.168.2.2 24,58, 70,98 TCP 1343 > https [ACK] Seq=16166599557 Ack=475730850 win=84240 Len-
5 4.862769 1592.168.2.2 a4, 58,76, 98 Client Hello
a 54,58, 75,98 192.168.2.2 server Hello, Certificate, Server Hello Done

4
4
4
4
4
4.,7548
8 4.775837
4
4
4
4
4

1592 2
0d. 58, 7o, 98

6. 58 08

Client Key

Exchange, Chanoge Cipher spec,

Encrypred Handshake o

152.168.2.2 Change Cipher sSpec, Encrypted Handshake Message
O 4.844464 192 .168.2.2 A4 58,76, 08 AppTication Data
10 4,921826 64,58, 756,98 152.168.2.2 application Data, [Unreassembled Packet]
11 4.922310 &4.58.76.98 192.168.2.2 continuation pata, [Unreassembled rPacket]
12 4.922325 192.168,2.2 o4, 58,70, 08 1343 > https [ACK] Seq=16167004588 Ack=475734571 win=584240 Len-
13 4.925438 64.58.76.98 192.168.2.2 Continuation Data. [Unreassembled Packet]

= T =

B Frame 7 (258 bytes on wire, 258 bytes captured)
HEthernet II, sSrc: 00:07:e%9:cl:8e:0a, Dst: 00:04:e2:29:h2:3a
@ Internet pProtocol, sre addr: 192.168.2.2 (192.165.2.2), Dst addr: 64.55.76.98 (64.558.76.958)
E Transmission Control Protocol, Src Port: 1343 (13430, Dst Port: https (4430, sSeq: 16166996355, Ack: 473731584, Len:
B secure socket Layer
B s5Lw3 Record Layer: Client Key Exchange
Content Type: Handshake (220
version: SSL 3.0 (0x03000
Length: 132
B Handshake pProtocol: Client Key Exchange
B s5Lw3 Record Layer: Change Cipher Spec
Content Type: Change Cipher sSpec (200
version: SSL 3.0 (0x03007
Length: 1
Change Cipher Spec Message
B ssLw3 Record Layer: Encrypted Handshake message
Content Type: Handshake (220
version: ssbL 3.0 (0x0300)
Length: 56

shake Protoco

204

EfcCry

03 00 00 01 01 18 03 00 00 358 9d 6Cc 6C B1 26 14  ........ LB.11. &,

3c 32 B7 70 bb 36 3d 0a b3 o1 5d 85 dl 6a cc 88 L peB= S| wdied
70 a2 bl 80 dl 52 c1 78 85 4b 4c 05 83 83 77 fTe P----R.X .KL...w.
60 d6 8 d? ed ae 24 b7 3e S5e a5% <7 31 4b Ba fF " ..... $. AL 1Ko

L-|

L]

=

0oco

ooda

0oen

oofa

0100 5a bb Z.
Filter: /1 Reset| &pply|Handshake protocol message (s=l.handshake), 7105669 bytes
Fiter | /] Reset] gy
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