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The user clicks on a link to indicate which document
is to be retrieved. The browser must determine the
Internet address of the machine that contains the
document. To do so, the browser sends a query to
its local name server.

Once the address is known, the browser establishes
a connection to the server process in the specified
machine, usually a TCP connection. For the
connection to be successful, the specified machine
must be ready to accept TCP connections.

The browser runs a client version of HT TP, which
issues a request specifying both the name of the
document and the possible document formats it can
handle.

The machine that contains the requested document
runs a server version of HTTP. It reacts to the
HTTP request by sending an HTTP response which
contains the desired document in the appropriate
format.

The user may start to view the document. The TCP
connection is closed after a certain timeout period.
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PS = packet switch
H = host
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G = gateway/ router
H = host
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Header contains
source and
destination physical
addresses; network
protocol type
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@ nytimespackets - Ethereal

File Edit Capture Display Tools

|ND. .|Time

Source

Destination

|F'rc|m|:nl |Inf|:|

1 0000000 128.100.11.13

128.100.100.128 DNS

[t s R, R G P I O]
[l o 0 I I )

0.129976
.131524
168286
168320
. 168688
L 205439
. 238676

128.100.100.128

128.100.11.153
a4.15.247. 200
128.100.11.15
128.100.11.15
a4.15.247. 200
a4.15.247. 200

128.100,11.13
ad.15.247. 200
128.100.11.13
a4.15.247. 200
ad.15. 247,200
128.100.11.13
128.100.11.13

DME
TCP
TCP
TCP
HTTF
TCP
HTTFP

STandara guery

B0 » 1127 [S¥R,

1127 = 80 [ACK]

GET / HTTR/1.1

80 > 1127 [ACK]
HTTP,1.1 200 OK

AW T Imes .,
standard query response A &4.15.247.200 A 64.15.247.245 A 64,594,185, 200
1127 > BO [5vwM]

DI

Seq=3638689752 Ack=0 win=16384 Len=0

ACK] Seq=1396200325 Ack=3638680753 win=1460 Len=0
Seq=3638689755 Ack=1396200326 win=17316 Len=0

Seq=13%6200326 Ack=3838890402 win=327467 Len=0

Ethernet II,
Internet Protocol,

Domain Mame S

D=st:

EFrame 1 (75 bytes on wire, 75 bytes captured)
Sre: 00:90:27:96:h8:07,

00:e0:52:1ea:hs:00

Src o Addr: 128.100.11.13 (128.100.11.13),

B User Datagram Protocol, Src Port: 1126 (11263, Dst Port: 53 (53]
;STEM CQuery)

Dst Addr: 128.100.100.128 (128.100.100.128)

L

0010 00 3d 54 41 00 00 80 11 76 1% 80 &4 Ob Od 80 &4
0020 &4 80 04 &5 00 35 CERCERCC at 01 00 00 01
0030 (NI Fr e 79 als|
0040 [

Fiter |
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@ nytimespackets - Ethereal - |5’ |5|
File Edit Capture Display Tools Help

Mo, .| Tirme Source Destination Protocol | Info
1 0.000000 128.100,11.13 128.100.100,128 standard guery A www. myTimes. com

2 0.1299756 128.100.100.128 128.100.11.13 DMS Standard query response A 64.15.247.200 A 64.15.247.245 A 64,594 .185.200
3 0.1315%24 128,100.11.153 64,15, 247, 200 TCP 1127 > 80 [S¥W] Seq=3§38689752 aAck=0 win=16384 Len=0
4 0.188286 84.15.247. 200 128.100.11.13 TCP 80 > 1127 [Svh, ACK] Seq=1396200325 Ack=3638689753 win=1460 Len=0
5 0.168320 128,100.11.15 a4.15, 247,200 TP 1127 » 80 [ACK] Seq=3638689753 Ack=1396200326 win=1731a Len=0
6 0.168688 128.100.11.13 6d4.15. 247,200 HTTP GET / HTTR/1.1
7 0.205430 84,15, 247,200 128.100.11.13 TZP B0 > 1127 [ACK] Seq=1395200326 Ack=3638650402 Win=32767 Len=0
B 0.236876 64,15, 247,200 128.100.11.13 HTTP HTTP/1.1 200 oK
B Frame 1 (75 bytes on wire, 75 bytes captured) A,
B Ethernet II, Src: 00:90:27:96:h8:07, Dst: 00:e0:52:e2a:h5:00
E Internet Protocol, Src Aaddr: 128.100.11.13 (128.100.11.13), Dst addr: 128.100.100.1258 (128.100.100.128)
B User Datagram Protocol, src Port: 1126 (11263, Dst Port: domain (530
Source port: 1126 (1128
pestination port: domain (530
Length: 41
Checksum: 0x4983 (correct)
Domain Wame SysTam (ouery
Transaction ID: Ox00as
B Flags: 0x0lo0 ¢standard query)
Ovvs vuve wees vww. = REsponse: Message iz a query
LO00 0., u.. ... = Opcode: standard query (00
ce.. w200 L. L... = Truncated: Message s not truncated
.1 .... .... = Recursion desired: Do gquery recursively
e eees -0 LLL. = Mon-authenticated data OK: Mon-authenticated data is unacceptahle
Questions: 1
ANswer RRs: O
Authority RRs: O
additional RRs: O
B queries
B www.nytimes.com: type A, <class inet
Mame: www.nyTimas. com
Type: Host address
Class: inet
[ I
0010 00 3d 54 41 00 00 80 11 Ay
0020 &4 BO 04 65 00 35 Q00 29
0030 IR 0
0040 @&
£

Filter | /| Resst| Apply|[Domain Name Senice (dns), 33 bytes
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@ nytimespackets - Ethereal

File Edit Capture Display Tools Help |
Ma. . [Time Source Destination Frotocal |Info
1 0.000000 128.100.17.13 128.100.100.128 DS Standard qguery A www. nyTimes. com
2 0129576 128.100,100.128 128.100.11.13 DS Standard query response A 64.15.247.200 A &4
5 0.151524 148.100.11.15 64,15, 247, 200 TR 1127 > http [SYN] Seq=3638685752 ack=0 win=l
4 0.168286 64.15. 247,200 128.100.11.13 TR http » 1127 [5vM, ACK] Seq=13594200325 Ack=3§
3 D.lEEEEG 128.100.11.13 64,15, 247, 200 TR 1127 = http [ACK] Seq=3638685753 ack=13945200
6 0.168688 128.100.11.13 G415, 247, 200 1.1

7 0.20543%9 64,15, 247,200 128.100.11.13 TCP http = 112? [ACK] Seq=13596200326 Ack=3638A%0

B 0.236676 64,15, 247,200 128.100.11.15 HTTP HTTP/1.1 200 OK
| | -
B Frame & (703 bytes on wire, 703 hbytes captured) £

E Ethernet II, Src: 00:90:27:96:h8:07, Dst: Q0:el:52:ea:h5:00
B Internet Protocol, src addr: 128.100.11.13 (125.100.11.130, Dst addr: 64,15.247.200 (64,15, 2472000
B Transmission Control Protocol, Src Port: 1127 (11270, Dst Port: http (80D, Seq: 3638689753, Ack: 139620032
B Hypertext Transfer Protocol
GET / HTTR/L.15r™n
Accept: dmages91f, magex-xhitmap, dmage/sjpeq, imagepipeq, applicationsvnd.ms—-powerpoint, application,
Accept-Language: en-ushryn
Accept-Encoding: gzip, deflatedrin
User-aAgent: Mozillas4.0 Ccompatible; MSIE 6.0; windows WT 5.0J%r\n
Host: www. iyTimes. comirin
Connection: Keep-Alivesrin
Cookie: RMID=B0e7478F5a3593dhotclof2cd; mWyYyT-S=1002xv0S1grjagxh2azsoxgd 1gdEe A rdkSU3=UnLr 287 eqe2aomMea SmoShe

RN alY ¢ —
| | —
Qoo 00 el 52 ea hS 00 00 90 27 95 bS8 OF 08 00 45% 00 N e E. [
0010 02 kbl 54 45 40 00 80 06 e0 b8 80 64 0Ob Od 40 Of LLTEE. .. ... .|, —
o020 7 <8 04 67 00 50 d8 21 ff o9 53 38 53 845 50 18 «..g.P.. L. SB5.P.
0030 43 a4 87 81 00 00 47 45 54 20 2f 20 48 54 54 50 Cenn e GE T HTTP

o040 2 31 2e 31 o0d 0a 41 63 A3 65 FO Y4 3a 20 69 Ad AL.1..Aac cept: im
0050 8l 67 a5 2F 67 659 66 2c 20 69 ad 61 67 a5 2F ?8 agEXQTf 1mage£x

Fatat=tal e L T = B = o T B =0 B = BT o i I B T T = = B S B = -3 S nn R A .-"I'

Filter: | _jj Reset| Apply |FHE nytimespackets
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@ nytimespackets - Ethereal

File Edit Capture Display Tools Help ‘
Mo. . |Time Source Destination Frotocol | Info
1 0.000000 128.100.11.13 125.100,.100.1258 DM standard guery A www. myTimes. com
2 0,120076 128.100.100.128 128.100.11.13 DS Standard query response a4 64.15.247.200 A &4
3 0.131524 128.100.11.13 64.15.247, 200 TCP 1127 » http [S¥MW] Seq=3A38689752 Ack=0 win=l
4 0,168286 64.15.247, 200 128.100.11.13 TCR http » 1127 [S¥N, ACK] Seq=1396200325 Ack=36
5 0.1688320 128.100.11.15 64.15.247, 200 TCR 1127 > http [ACK] Seq=3838689753 Ack=1398200
6§ 0,168688 128.100.11.13 64.15.247, 200 HTTF GET / HTTP,/1.1
7 0.205430 64 . 15,247,200 128.100.11.13 TCP http » 1127 [AcCk] Seq=1l396200326 Ack=36384690
8 0.2366/6 128.100.11.13 /1.1 200 OK

B Frame 8 (284 bytes on wire, 284 bytes captured)
M Ethernet II, Src: OQ0:ed:52:ea:h5:00, Dst: 00:90:27:96:08:07
B Internet Protocol, Src Addr: 64.15.247.200 (64.15.247.2000, Dst aAddr: 128.100.11.13 (128.100.11.137
B Transmission Control Protocol, src Port: http (800, Dst Port: 1127 (1127), Seq: 1396200326, aAck: 3638859040
B Hypertext Transfer Protocol

HTTR 1.1 200 oKNFNh

server: Metscape-Enterprizesd.Llrwn

Date: Sat, 02 MWow 2002 02:53:48 GMTwrYn

set-cookie: spopunders=l; path=/; domain=.nytimes.comyrin

Cache-control: no-cachesrsn

Pragma: no-cachesrwn

Content-type: text/htmlyrsn

Connection: <losesrxn

0040 30 30 20 4F 4h 0d Oa 53 &5 72 76 65 72 3a 20 42 00 OK..S arver: N
Q050 65 ¥4 73 63 61 YO 65 2d 45 Ge 74 63 F2 V0 V2 69 etscape- Enterpri

fatat el A T - - T =T B I =T e B A T B B dd =1 Td EFC - T BT S ~—n AdA [ == T

Y Nal
“ | -
QOO0 00 90 27 95 b8 OF 00 el 52 ea hS 00 08 00 45 QO e [ E
Q010 01 0 B3 93 40 00 ed 06 16 Od 40 Of f7 <8 B0 &4 ] =) o
Q020 Ok Od 00 S0 04 &F 53 38 53 BE OB eZ 02 &2 50 18 P.OQS8 S a]=
oo30 FF ff 8a 9 00 00 48 54 54 50 2f 31 2e 31 20 32 0..... HT TP/1.1 2

-] &

L]

/! Heset| Apply |Fi|e: nytimespackets
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Microsoft (R) Windows DOS
(c) Copyright Microsoft Corp 1990-2001.

C:\DOCUME~1\1>ping nal.toronto.edu
Pinging nal.toronto.edu [128.100.244.3] with 32 bytes of data:

Reply from 128.100.244.3: bytes=32 time=84ms TTL=240
Reply from 128.100.244.3: bytes=32 time=110ms TTL=240
Reply from 128.100.244.3: bytes=32 time=81lms TTL=240
Reply from 128.100.244.3: bytes=32 time=79ms TTL=240

Ping statistics for 128.100.244.3:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 79ms, Maximum = 110ms, Average 88ms

C:\DOCUME~1\1> -

Leon—Garcia/Widjaja Communication Networks Figure 2.26



Tracing route to www.comm.utoronto.ca [128.100.11.60]
over a maximum of 30 hops:

1 1 ms <10 ms <10 ms 192.168.2.1

2 3 ms 3 ms 3 ms 10.202.128.1

3 4 ms 3 ms 3 ms gwO4.ym.phub.net.cable.rogers.com [66.185.83.142]

4 w 2 w Request timed out.

5 47 ms 59 ms 66 ms gwOl.bloor.phub.net.cable.rogers.com [66.185.80.230]
6 3 ms 3 ms 38 ms gwO2.bloor.phub.net.cable.rogers.com [66.185.80.242]
7 8 ms 3 ms 5 ms gwOl.wlfdle.phub.net.cable.rogers.com [66.185.80.2]

8 8 ms 7 ms 7 ms gwO2.wlfdle.phub.net.cable.rogers.com [66.185.80.142]
9 4 ms 10 ms 4 ms gwOl.front.phub.net.cable.rogers.com [66.185.81.18]
10 6 ms 4 ms 5 ms ralsh-ge3-4.mt.bigpipeinc.com [66.244.223.237]
11 16 ms 17 ms 13 ms rx0Osh-hydro-one-telecom.mt.bigpipeinc.com [66.244.223.246]
12 7 ms 14 ms 8 ms 142.46.4.2
13 10 ms 7 ms 6 ms utorgw.onet.on.ca [206.248.221.6]
14 7 ms 6 ms 11 ms mcl-gateway.gw.utoronto.ca [128.100.96.101]
15 7 ms 5 ms 8 ms sf-gpb.gw.utoronto.ca [128.100.96.17]
16 7 ms 7 ms 10 ms Dbil5000.ece.utoronto.ca [128.100.96.236]
17 7 ms 9 ms 9 ms www.comm.utoronto.ca [128.100.11.60]

Trace complete.
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IPv4 Statistics

Packets Received

Received Header Errors

Received Address Errors
Datagrams Forwarded

Unknown Protocols Received
Received Packets Discarded
Received Packets Delivered
Output Requests

Routing Discards

Discarded Output Packets

Output Packet No Route
Reassembly Required

Reassembly Successful
Reassembly Failures

Datagrams Successfully Fragmented
Datagrams Failing Fragmentation
Fragments Created

UDP Statistics for IPv4

Datagrams Received = 6810
No Ports =15
Receive Errors =0
Datagrams Sent = 6309
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ICMPv4 Statistics

Messages

Errors

Destination Unreachable
Time Exceeded
Parameter Problems
Source Quenches
Redirects

Echos

Echo Replies
Timestamps

Timestamp Replies
Address Masks
Address Mask Replies

TCP Statistics for IPv4

Active Opens
Passive Opens

Failed Connection Attempts

Reset Connections
Current Connections
Segments Received
Segments Sent

Segments Retransmitted
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