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@ smtpex - Ethereal

File Edit Capture Display Tools

HMp‘

Mo, . |Thne |Suurce Destination |PrMDcnI |Inﬁ
1 0.000000 H5.95, 55 SMTP Response: 220 Tep0i-maill.bloor.is.net.cable.rogers. com ESMTE
2 0.001316 152,168, 2.18 a6, 185,595,599 SMTP Command: EHLO rogers.com
3 0.041556 66,185,595, 99 1592.168.2.18 SMTP response: 250-fep03-mail.bloor.dis.net.cable.rogers. com
4 0.043166 192.168,2.18 56,185,195, 99 SMTP Command: AUTH PLAIN AGTJvXJsewx OQHIWZ2Wyoy S h20AY3Twy3vz
5 0.0594338 65,185,595, 00 152.168.2.18 SMTP Response: 235 Authentication successtul
6 0.103503 152.1658.2.18 56.185.95. 959 SMTP Command: maTl FROM : -G cgers. coms
7 0.152871 665.185.95.9%9 192.168.2.18 SMTP response: 250 Sender JNERGrcgers. com> ok
8 0.15355% 152.1658.2.18 66,185,595, 99 SMTP Command: RCPT ToO:<alg8accelight.com>
9 0.187072 66.185.95.99 1592.168.2.18 SMTR Response: 250 Recipient <algBaccelight.com= ok
10 0,188325 192.168.2.18 a6, 185,95,.99 SMTP Command: DATA
11 0.207439 66,185,595, 99 1592.168.2.18 SMTP Response: 354 Ok Send data ending with <CRLF>. <CRLF>
12 0.214523 1%2.168.2.18 G6.185.95. 99 SMTP Message Body
(=) I =
EFrame 1 (205 bytes on wire, 205 bytes captured) A
HEthernet II, Src: 00:04:22:29:h2:3a, Dst: 00:01:03:Qd:cc:F7
B Internet Protocol, Sre addr: 66.185.95.599 (65,.185.95.997, Dst Addr: 192.168.2.18 (192.168.2.18)
version: 4
Header length: 20 hytes
H pifferentiated services Field: 0x00 (pscP 0x00: pefault; ECH: 0Ox00]
Total Length: 151
Identification: Ox66da
B Flags: Ox04
.1.. = pon't fragment: sSet
..0. = More fragments: Mot set
Fragment offset: O
Time to 1iwe: 53
Protocol: TCP (0Ox0&)
Header checksum: 0x7ald (correct)
Source: 66,185,95.99 (66.185.95.99)
Cestination: 192.168.2.18 (192.168.2.138)
ETransmission Control Protocol, Src Port: smtp (250, Dst Port: 1187 (11870, Seq: 2389398210, ack: 9094119, Len: 151 -
EHsimple Mail Transter Protocol £
(=) I -
ooo0 00 01 03 1d cc F7 00 04 e2 29 b2 3a 08 00 45 00 L....... J.i. L E. [
oolo 00 bt 66 4a 40 00 35 06 Fa 18 42 b9 5F 63 c0 as fi18.5. z.B._c.. J
0020 02 12 00 1% 04 a3 8e 6b 52 <2 00 8a <3 e7F 5018 L...... k Roo... P.
0030 O 00 1d 45 00 00 32 32 30 20 656 65 F0O 30 33 2d ..E..22 0 fep03-
o040 6d 81 6% Ac Ze 62 6c 6F &6fF F2 2e 6% F3 2e 6e 65 mail.blo or.dis.ne /
Filter. ‘ _jj Reset| Apply |FHe:snﬂpex
| — ————————————
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Bit position: 0 1 2 3 8 16 31

Class A T

Class B

Class C

Class D T Multicast address

Class E - Reserved for experiments
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H1 H2
150.100.12.154 150.100.12.176

150.100.12.128

150.100.12.129

150.100.0.1
< R1

To the rest of
the Internet

150.100.12.4

150.100.12.55

150.100.12.24

150.100.12.0
150.100.12.1
R2 H5
‘150.100.15.54 ‘ 150.100.15.11
150.100.15.0
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ARP request (what is the MAC address of 150.100.76.227)
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H2
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@ plainmail - Ethereal

pgooo £ £ £f £f £F £ff 00 01 03 1d cc £7 08 06 00 01 ... ..iivh cuuwunnns
0010 08 00 06 04 00 01 00 01 03 1d cc f7 <0 a8 02 12 ....iivh vinnnnns
Qo020 00 00 00 00 00 00 cO a8 o200 Laiiiee, :

File Edit Capture Display Tools Help ‘
Nn.JTﬁme |Snurce |Desﬂnaﬂnn |Prmncolhnm A
10 City Broadcast 2.17 102.165.2.18
2 0.000515 smc_Metw_2%:h2:3a 3com_ld:cc:f7  ARP 152.168.2.1 s at 00:04:e2:29:h2:3a
3 0.000555 192.168.2.18 192.168.2.1 DHS Standard guery A pop.ym.phub.net.cable.rogers. com
4 0.012612 152.168.2.1 1%2.168.2.18 DNS standard guery response CWNAME pop.bloor.is.net.cable.rogers.com A &6,
5 0.0136599 192.168.2.18 aGe.185.595.100 TCP 4584 > pop3 [SYN] Seq=133289308 Ack=0 Win=8192 Len=0
6 0.059377F 65,185.95.101 1%2.168.2.18 TCFR pop3 > 4584 [S¥N, ACK] Seq=2794100849 Ack=13328%9309 win=61440 Len=0
7 0.059480 162.168.2.18 66,185.95.101 TCP 4584 > pop3 [ACK] Seq=133289309 Ack=2794100850 Win=8760 Len=0
B 0.064707 66,185.95.101 1%2.168.2.18 FOP Response: +0K IntermMail POP3 server ready.
O 0.066067 102.168.2.18 66.185.95.101L PoF request: USER NN oc=rs. com
10 0.074226 66.185.595.101 192.168.2.18 POP Response: +0K please send PASS command
11 0. 075104 192.1658.2.18 66,185.95.101 PoOpP Request: PASS cricus
12 0.134029 §6,185.95.101 1%2.168.2.18 POP response: +0F [N Co=r=.com s welcome here
13 0.136481 192.1658.2.18 66,185.95.101 PopP Request: STAT
14 0.146543 66.185.95.101 192.168.2.18 PoOP Response: +0K O O
15 0.148021 1%2.1658.2.18 66,185.95.101 PoOP Request: QUIT
16 0.160544 66.185.95.101 192.168.2.18 POF response: +OK [N ocers. com InterMail POP3 server signing off.
17 0.160905% §6,185.95.101 192.168.2.18 TCFR pop3 > 4584 [FIN, ACK] Seq=2794101024 Ack=133289360 win=61440 Len=0
18 0.160945 152.168.2.18 66,185.95.101  TCP 4584 > pop3 [ACK] Seq=133289360 Ack=2794101025 wWin=8586 Len=0 |
19 0,163355 192.168.2.18 66,185.95.101 TCP 4584 > pop3 [FIM, ACK] Seq=133289360 Ack=2794101025 Win=8586 Len=0
20 0,167158 66.185.95.101 1%2.168.2.18 TCFP pop3 > 4584 [ACK] Seq=2794101025 Ack=133285361 win=6ld4d Len=0 £
I= [ =
B Frame 1 42 hytes on wire, 42 bytes captured) i
@ Ethernet II, sSrc: 00:01:03:1d:cc:f?, pst: ff:ff:ff:ff:ff:Ff
B address Resolution Protocol {reguest)
Hardware type: Ethernet (0x0001)
Protocol type: IP (Ox0B00D
Hardware size: &
Protocol size: 4
opcode: request (0x00010
sender Mac address: 00:01:03:1d:cc:f7 (Zcom_ld:cc:f7)
Sender IP address: 192.168.2.18 (192.168.2.18)
Target MAC address: 00:00:00:00:00:00 (00:00:00_00:00:00) -
Tardet IF address: 19%2.168.2.1 (1%2.168.2.1% £

~ 1]

Filter | /| Reset| pply|[File: plainmail
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Source Router Destination
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Type
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IP header and 64 bits of original datagram
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0 8 16 31
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i@ pingtesla - Ethereal O] x|

File Edit Capture Display Tools Help
Ma. . |Time Source Destination Frotocal  |Info
1 0.000000 00000000.0001031dccf? 00000000, Broadcast IPX SAP Mearest query
2 13.526454 152.168.2.18 152.1658.2.1 DS standard query A tTesTla.comm.utoronto.ca
3 13.534545 192,168.2.1 192.168.2.18 DM= standard query response A 128.100.11.1
4 13.5410260 152,188, 2.18 T 0 T T T ICMF EcCho (ping) reguest
5 13.555915 128.100,12.1 192.168.2.18 ICMP Echo (ping) reply
6 14.542842 152.168.2.18 128.100.11.1 ICMP Echo (ping) reguest
7 14,567211 128.100.11.1 192.168.2.18 ICMP Echo ¢ping) reply
8 15.54766% 152.168.2.18 128.100.11.1 ICMP Echo (ping) reguest
9 15.586209 128.100.11.1 192.168.2.18 ICMP Echo (ping) reply
10 16.552528 192,168, 2,18 128.100.11.1 ICMP Echo (ping) reguest
11 16. 565526 128.100,11.1 192.168.2.18 ICMP Echo (ping) reply
12 22.941534 1592.168.2.18 152.168.2.255 BROWSER Domaingworkgroup Announcement @HOME, windows for wor

| T

L] &

E Frame 4 (74 bytes on wire, 74 bytes captured)
H Ethernet II, sSrc: 00:01:03:1d:cc:f7, Dst: 00:04:e2:29:b2:3a
H Internet Protocol, Sre addr: 192.168.2.158 (192.1658.2.18), Dst addr: 128.100.11.1 ¢128.100.11.1)
B Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: O
Checksum: 0xf05h {(correct)
Identifier: 0x0200
Sequence number: Sh:00
Data (32 bytes)

.

-1 =
Q000 00 04 e2 29 b2 33 00 01 03 1d <c £7 0B 00 45 00 S E. A
Q010 00 3¢ 19 8a 00 00 20 01 33 18 cO a8 02 12 80 &4 nSoooo o Soodooo d

0020 0Ob 01 08 00 fO Sh 02 00 Shb 00 &1 62 63 &4 65 66 ..... [.. [ abcdef

Q030 6? 68 69 6a 6b 6c 6d 6e 6f 70 71 72 73 74 75 76 ghijklImn opgrstuy

0040 658 a9 wabcdefg hi /

Filter: I j Reset ApplyIFile: pingtesla
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{@ pingtesla - Ethereal O] %]

File Edit Capture Display Tools Help
Mo. . [Time Source Destination Protocol | Info 4
1 G.000000 00000000, 0001031dcct? 00000000, Broadcast IFx SAP Mearest Query
2 13.526454 152.168.2.18 152.1658.2.1 DMS standard query A tesla.comm.utoronto.ca
3 13.534545 192.168.2.1 152.168.2.18 DS standard query response A 128.100.11.1
4 13.541026 192.168.2.18 128.100.11.1 ICMP Echo {ping) reguest
1> 100 1658.2.18
6 14,542847 152.168,2.18 128.100.11.1 ICMP Echo {ping) reguest
F 14567211 128.100.11.1 1%Z.168.2.18 ICMP Echo {ping) reply
8 15.547846%9 152 .1655.2.18 1258.100.11.1 ICMP Echo fping) request
8 15, 586209 128.100.11.1 152,168.2.18 ICMP Echo (ping) reply
10 16.552528 192.168.2.18 128.100.11.1 ICMP Echo {ping) reguest BB
11 16. 565526 128.100.11.1 19Z.168.2.18 ICMP Echo (ping) reply /
I~ ] —~

L-|

EFrame 5 (74 bytes on wire, 74 bytes captured)
E Ethernet II, src: 00:04:82:29:bh2:3a, Dst: 00:01:03:1d:cc:f7
E Internet Protocol, sre Adde: 128.100,11.1 ¢128.100.11.1), Dst Addr: 192.168.2.18 (192.168.2.18)
B Internet Control Message Protocol
Type: O (Echo {ping) reply)
Code: 0
Checksum: 0xf85h (correct)
Identifier: Ox0Z0O0
Sequence number: Sh:00
Data (32 hytes)

~1

I~ =
0000 00 01 03 1d cc 7 00 04 o2 20 b2 33 08 00 45 00 ........ .J.1. L E. At
0010 00 3c 99 B8 00 00 O 01 e3 18 80 &4 Ob 01 <0 ad A%3000000 Y = M
0020 02 12 00 00 8 5Sh 02 00 5Sh 00 &1 62 63 &4 A5 66 ..... [.. [.abcdef
0030 &7 68 6% 6a &b ocC ad 6e &f 70 71 72 73 74 75 78 ghijklmn opgrstuw
o040 F¥ Bl 62 63 64 65 BE 67 BE A0 wabcdefg hi

i

Filter: I j Reset Applg,rIFiIe: pingtesla
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=Tk
File Edit Capture Display Tools Help
ND.4THﬂE ‘Snume |Desﬂnaﬂun |PrMDcuI hnm _f
T 3 TTe: h Wanoo. Com
8 6.752573 3ffe:50l:4819::42 3ffe:507:0:1:200:86fF :Fe05:80da DNS Standard query response Mx O mrl.yahoo.com
B9 10.364948 3ffe:507:0:1:200:86ff:fe0s:80da 3ffe:507:0:1:260:97ff :fe07 :6%2a ICMPYE Neighbor solicitation
10 10.365231 3ffe:507:0:1:260:97ff:fedv:a%ea 3ffe:507:0:1:200:86FF :fe05:80da ICMPwE  Neighbor advertisement
11 10.450052 feB0::260:97ff:fe07: 6% a feB0::200:86FF :Fe05:80da ICMPvE  Meighbor solicitation
12 10.450554 feB0::200:86FF:fe05:80da feB0::260:97ff :fel7 1 6%ea ICMPvE  Meighbor advertisement
13 12.257384 feB0::280:07FF:fel? 60aa Fro2::o RIPNg wt Response /
[ I =
————— — — ———— <
M Ethernet II, Src: 00:00:86:05:80:da, Dst: 00:60:97:07:60:2a
B Internet Protocol version &
version: &
Traffic class: Ox00
Flowlabel: 0x00000
Payload Tength: 39
Wext header: UDP (0x11)
Hop T4mit: 64
Source address: 3ffe:507:0:1:200:85FF :Fe05:80da
Destination address: 3ffe:501:45810::42
B User Datagram Protocol, Src Port: 2397 (239703, Dst Port: domain (53]
B Domain Mame System [query’)
Transaction ID: Ox0Q00§
EFlags: 0x0100 (standard guery)
guestions: 1
Answer RRs: O
Authority RRs: O
Additional rRRs: O
Bqueries
B www.yahoo. com: Type Mx, <lass inet
Mame: www.yahoo. com
Type: Mail exchange
Class: inet ¥
[ |
o000 00 60 97 07 60 ea 00 00 B8 05 BO da 86 dd &0 00 R T A
0010 00 00 00 27 11 40 3f fe 05 OF Q0 Q0 00 01 02 OO0 CLETL ...
0020 B& ff fe 05 80 da 3F fe 05 01 48 19 00 00 00 00 ...... o ooliooooo
Q030 00 00 00 00 00 42 0% 5d 00 35 00 27 446 b7 00 06 _.... B.] .5.'F..
0040 01 00 00 01 00 00 Q00 Q00 00 Q0 Q3 V7 YV OV O0R V9 L., - WL Y
o050 81 68 &6F 6F 03 63 6F 6d 00 00 Of 00 01 ahoo.com ..... /

Fiter]|

J MM‘ File: va pcap
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n bits m bits o bits p bits (125-m-n-0-p) bits
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TCP segment

TCP segment
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0 16 24 31
Next header 0 194 Optlen=4
Jumbo payload length
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0 16 29 31
Next header Reserved Fragment offset Res (M
Identification
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16

24

31

Next header

Header length

Routing type = 0

Segment left

Reserved

Strict/loose bit mask

Address 1

Address 2

Address 24
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Tunnel head-end Tunnel tail-end Destination

IPv6 heade
IPv6 network IPv4 header  |py6 network

IPv4 network

Source Destination
Link
(b)
IPv6 network IPv6 network
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16

31

Source Port Destination Port

UDP Length UDP Checksum

Data

Leon-Garcia/Widjaja

Communication Networks

Figure 8.24



0 8 16 31

Source IP address

Destination IP address

00000000 Protocol = 17 UDP length
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Application Application

byte stream byte stream

/

Segments
[ ]
Transmitter ) > - Receiver
Send buffer O Receive buffer
ACKs
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10

16

24

31

Source port

Destination port

Sequence number

Acknowledgment number

UlA|P|R|S|F
reader Reserved |R|C[S|S|Y]||I Window size
length clk|H| TIN|N
Checksum Urgent pointer
Options Padding
Data
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0 8 16 31

Source IP address

Destination IP address

00000000 Protocol = 6 TCP segment length
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Host A Host B
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EEF

File Edit Capture Display Tools Help
Ma. .| Tirme Source Destination |PrMDcnl hnm
1 0.000000 65 G5, 113 i7 128.115. 26 22 TCF 27435 > te1net [5¥N] Seq=1l8359733355 Ack=0 win=315%88 Len=0
R EE; 2H.1] 3 R ErEEN Seq=l87 7388804 Ack=1H39735506 Win=45152 Lens
3 0.145270 a4.95.113.77 128.115.26.22 TCP 2743 » telnet [ACK] Seq=1835733356 Ack=1877388865 win=31938 Len=0
4 0,322452 128.113.:24a.27 05.95,115. 77 TELWMET Telnet Data ...
5 0.3236l7 ©5.95.113.77 128.115. 26, 22 TELWMET Telnet Data ...
a 21.6800250 65,953,115, 77 128.115. 26, 22 TCF 2743 » telnet [FIW, ACK] Seq=18359733427 aAck=18773891:20 win=31733 Len=
721751944 128,113, 246, 22 05.95,115. 77 TCF telnet » 2743 [ACK] Seq=18773859120 Ack=18397334258 win=4%152 Len=0
8 21,7571 128.113. 24, 22 05.95,115. 77 TCF telnet > 2743 [FIN, ACK] Seq=1877389120 Ack=1839733428 win=4%152 Len=
G 21.757408 65,953,115, 77 128.115. 26, 22 TCF 2743 » telnet [ACK] Seq=1l839733428 Ack=187738%121 win=31733 Len=0
| | -~
B Ethernet II, Src: 00:90:1la:40:1d:17, Dst: Q0:80:cH:e%:Te:08 O
B PPP-over-Ethernet Session
B Point-to-Point Protocol
H Internet Protocol, Src addr: 128.113.26.22 (128.113.26.2270, Dst aAddr: 65.95.113.77 (65.95.113.77)
B Transmission Control Protocol, Src Port: telnet (230, Dst Port: 2743 (2743), sSeq: 1877388864, Ack: 1835733356, Len: O
Source port: telnet (230
Destination port: 2743 (27430
Sequence number: 1877388864
Acknowledgemant number: 1839733356
Header Tlength: 24 bytes
EFlags: 0x0012 ¢Sy, ACK)
Window size: 49152
Checksum: Qxd9ds8 (correct)
Boptions: 4 bytes) ||
Maximum segment size: 1460 bytes £
| |
0000 00 B0 <6 e9 fe 08 00 90 l1a 40 1d 17 88 A4 11 00 ........ AL .. [
Oolo 15 97 00 Z2e 00 21 45 00 00 Z2c 9 1c 40 00 33 06 ..., 'E. .,..8®.3.
Qo200 31 Fo 80 71 1la 16 41 5F 71 4d 00 17 0a b7 &f e6 1).9..4A_ gMm....0. _J
0030 ae 40 6d a8 1la 6c 60 12 <0 00 d9 ds 00 00 02 04 = R
ood40 05 b4a . /!
Filter: | _ﬂ Feset Apmy|FHE:TCP'TmnetCapnne
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Host A (client) Host B (server)

socket
bind
socket l1 SYN,SquN)zx listen
connect (NOCkS)Q:""""55““‘--,§~§~§§~§§-~* accept (blocks)

connect returnst3

write

read (blocks) t#accept.reunns

read (blocks)

f read returns
6

write

e
Reply Messe read (blocks)
read returns
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Host A Host B
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Data

Header contains source
and destination port
numbers

Header contains:

source and dest.
IP addresses;
transport protocol

type
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Host A Host B

F

’N, Seq = 5086

= 303, ACK=5087

Deliver 150 bytes W
ACk = 453

FIN, s€ea: =A53, Ack = 5087
Ack = 45,

Leon-Garcia/Widjaja
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passive open,
create TCB

Y
8/70,&),
7

application close

[

>

1} receive SYN, Jor timeout,
I €ca iVe (eoe P‘O G\(\
o ACk il
application 2 o0
close ESTABLISHED
sencj o 47
€2 Fl,
FIN " 4
| [ CLOSE_WAIT |
recaive FIN > application close
| FIN.WAIT_1 | ~sendACK *| CLOSING |
8 send FIN receive
S\
receive @’70:;1/@,%/ receive [ LAST_ACK ] ACK
ACK Y ACK
' T 0 !
| receive FIN 2MSL timeout
[ LRl Jsend ACK VWSS LU ] delete TCB
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A  Congestion

avoidance
20T
T Time-out

% I
s 157
£ 7
; —_
S ] Threshold
@
3 10
2. _
o _
@)

5 -

O—IIIIIIIIIIIIIIIIIIIII)

Round-trip times
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16

31

Command

Version

Zero

Address family identifier

Zero

IP address

Zero

Zero

Metric
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o

R1

R2

®

Area 0.0.0.1

Leon-Garcia/Widjaja

R3

To another AS

R4

o

R6

@ F

o

——R5
/ Area 0.0.0.2
RS Area 0.0.0.0
R = router
Area 0.0.0.3 N = network
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16

31

Version

Type

Packet length

Router ID

Area ID

Checksum

Authentication type

Authentication

Authentication

Data

Leon-Garcia/Widjaja

Communication Networks

OSPF
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header

OSPF
packet
body
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16 24

31

Network mask

Hello interval Options

Priority

Dead interval

Designated router

Backup designated router

Neighbor 1

Neighbor n
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16

24

29

31

Interface MTU Options

Zero

nw<Z

Database description sequence number

LSA header
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16

24

31

Link-state age Options

Link-state type

Link-state ID

Advertising router

Link-state sequence number

Link-state checksum

Length
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{@ osplcap - Ethereal O] x|
File Edit Capture Display Tools Help
Mo, |Thﬂe |Suurce |Desﬁnaﬂnn |Prntucul.|lnm R
3 3.882599 001,11 224, 0,05 QO5PF Hello Facket | |
6 6.189717 20,1.1.2 224.0.0.4 OSPF Hello Packet
10 10.495667 20.1.1.1 224.,0.0.5 QOSPF Hello Packet
B i 2 0.0.45 L= Update
12 11.7eales 20.1.1.2 224.,0.0.5 QOSPF LS Update
1% 11.775527 20.1.1.1 224.0.0.4 OSPF LS Update
15 13.731086 20.1.1.:2 224.,0.0.5 QOSPF LS acknowledge
16 13.740725 20.1.1.1 224.0.0.4 OSPF LS Acknowledge
1% 16.188%9%2 20.1.1.Z2 224.,0.0.5 QOSPF Hello Packet
21 195.01831% 20.1.1.1 224.0.0.4 OSPF LS Acknowledge
22 19.145138 20.1.1.2 224.,0.0.5 QOSPF LS acknowledge
24 20.493778 20.1.1.1 224.0.0.4 OSPF Hello Packet
28 26.103357  20.1.1.2 224.,0.0.5 QOSPF Hello Packet
33 30.407765% 20.1.1.1 224.0.0.4 OSPF Hello Packet /
-1 =
EHFrame 11 (226 bytes on wire, 226 bytes captured) A
HEthernet II, sSrc: 00:10:7b:39:ab:42, Dst: 0L:00:52:00:00:05
B Internet Protocol, src addr: 20.1.1.1 €20.1.1.10, Dst addr: 224.0.0.5 (224.0.0.5)
B open shortest Path First
B ©SPF Header
B LS Update Packet
Wumber of LSAs: 5
B LS Type: summary-LSA (IP network)
LS Age: 1 seconds
options: 0x22 (E/DC)
Link-state Advertisement Type: summary-LSaA (IP network) (3]
Link state ID: 172.16.16.0
Advertising Router: 200.1.1.1 (200.1.1.1)
LS Seguence hNumber: 0x80000004
Ls checksum: abhs
Length: 28
Metmask: 255.255.255.0
Metric: a4
B LS Type: summary-LSA (IP network)
H LS Type: AS-External-LsSaA (ASER)
B LS Type: AS-External-LsA (ASER)
H LS Type: AS-External-LsSA (ASER) F
[~ |
0000 01 00 Se 00 00 05 00 10 7h 39 ab 42 08 00 45 <0 R 19.E..E. &
0010 00 d4 fa 2% 00 00 01 59 <8 20 14 01 01 01 e0 QO ....... o e |
QD20 00 05 02 04 00 cD <8 0L 01 0L 00 00 00 00 CC 98 .ieieiir waeennnn
0030 00 00 00 00 00 00 00 00 00 00 00 00 00 05 00 01 ....cveh vevennnn
o040 22 03 ac 10 10 00 <5 01 01 01 S0 00 00 04 ab bs i e K
Filter:“ j Resetl Apply" File: ospfcap
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Marker

Length Type: OPEN Version

My autonomous system Hold time

BGP identifier

Optional
parameters length

Optional parameters
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Marker

Length Type: NOTIFICATION Error code

Error subcode Data
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Unfeasible routes length (two octets)

Withdrawn routes (variable)

Total path attribute length (two octets)

Path attributes (variable)

Network layer reachability information (variable)
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' bgp.pcap.gz - Ereal .y

File Edit Capture Display Tools Help
Mo, |Tnﬂe |Snume |Desﬂnaﬂnn |Prﬂncnl,hnm 2

8 8.004042 192.168.0.15 1%2.168.0,33 BGP OFPEM Meszage J

10 B.337857 192.168.0.33 1%2.168.0.15 BGP OFPEM Meszage

12 B.338115% 15%2.168.0.15 1%2.168.0, 33 BSP KEEPALIVE Message

13 B.342206 192.168.0.33 1%2.168.0.15 BGP KEERPALIVE Message

16 H. 544149 152.168.0.15 192.168.0.33 BGP KEEPALIVE Meszage, UPDATE Meszage,

7 &, 165.0.33 L1658, 0,! UPDATE MesSSage

1% 5. 562733 192.168.0.33 1%2.1658.0.15 BGP KEEPALIVE Message i
|'--..| | 5

E Frame 17 (118 bytes on wire, 118 bytes captured) A
H Ethernet II, Src: 00:00:0c:35:0e:1c, Dst: 00:c0:4f:23:C5:95
B Internet Protocol, Src addr: 192.168.0.33 (192.168.0.330, Dst aAddr: 192.168.0.15 (1%2.168.0.15]
E Transmission Control Protocol, Src Port: 179 (179), DSt Port: 2124 (21247, sSeq: 2051072118, ack: 35
B Border Gateway Protocol
B UPDATE Message
mMarker: 16 bytes
Length: &4 bytes
Type: UPDATE Message (27
Unfeasible routes length: 0 bytes
Total path attribute length: 39 bytes
B Path attributes
EORIGIN: EGP (4 hytes)
B AS_PATH: empty (3 bytes)
B MEXT_HOP: 1%92.168.0.33 (7 bytes)
EMULTI_EXIT_DISC: 0 (7 hytes)
B LoCAaL_PREF: 100 (7 bytes)
B COMMUNMITIES: §5033:500 65033:600 (11 bytes)
B network layer reachability information: 2 bytes

10.0.0.0/8
e —T V7YY 2
Qo000 00 cO 4F 23 <5 95 00 00 OcC 25 0 1o 08 00 45 <0 apElFnnn odaonol=e 3]
0010 00 &8 00 05 00 00 ff 06 39 4a c0 a8 00 21 <O a8 e 1] PR s J
0020 00 Of 00 b3 08 4c 7a 40 e0 76 db 33 9e 6a 50 18 ..... Lz@ .v.3.]P.
o030 3e f8 1d Fe o0 0o £f £f ff £f £f £f ff ff ff f .~ ... ... ..
o040 fF £ £f £F £ £f 00 40 02 00 00 00 27 40 0L 01 ....... @ ..., &, /
Filter: J Reset| Apply|| File: bop.peap.gz
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---------- P Graft message
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