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	Part I

	1
	SSL version:

	2
	Can SSL use the service of UDP?


Explain:

	3
	Server port number:

	4
	Does SSL carry HHTP or HTTPS packets?

	5
	Can we open an HTTPS payload?  
Can we open its headers?

	6
	Can we identify SSL source and destination addresses?

	7
	Are the SSL payload and the MAC are encrypted together or separately?

	8
	Is the user name and password encrypted? 


What can you say about security of SSL?

	9
	Content of Follow TCP stream window?


	Part II

	1
	Random byte string generated by the client:

	2
	What information the client is using to create the random byte string?

	3
	Hexadecimal value of the session ID?

	4
	How many different Cipher Suites supported by the client?

	5
	Is any compression method supported by the client?


	Part III

	1
	Random byte string? 



Is it the same as the client’s one?

	2
	The hexadecimal of the session ID? 
  
Is it the same as the client’s session ID?

	3
	Which Cipher Suite is chosen by the server?

	4
	Does the server request for client certificate?


	Part IV

	1
	Do Change Cipher Spec and Encrypted Handshake Message send by the server, by the client or by both?

	2
	Purpose of Change Cipher Spec:



	3
	Content of Certificate packet:



	4
	Content of Client Key Exchange packet:



	5
	Purpose of Encrypted Alert message:



	Part V1

	1
	What is the Application Data content type? 



	2
	Description of an Application Data packet:




