
Chapter 1

Introduction

· During the 20th century two revolutions occurred. 

· Industrial Revolution (at the turn of the century)

· Technological revolution (the end of the 20th century) 

· centered around the development of high technology

· Technology, Computer Crimes, and Cybercrimes

· Technology crimes involve the use of a high-technology device

· Computers, telephones, check-reading machines, credit card machines

· Two types of technology crimes in this book

· Computer crimes: Involve a computer and made illegal by a statute

· Three types:

· Computer as instrument

· Computer object of criminal activity

· Computer is the repository of criminal activity. 

· Cybercrimes: crimes which use networked computers

· The internet was discovered by J.C.R. Licklider.

· First named the “Galactic Network”

· The internet does not provide much security.

· The differences in cyber crimes and computer crimes are trivial. 

· Computer crimes can be considered cyber crimes

· Extent of Cybercrimes

· True extent of cyber crime is unknown. 

· It seems to be growing

· Illegal downloading of software fluctuates

· Illegal downloading of music is growing

· Identity theft and fraud cases continue to grow

· Pornography is growing

· Cybercrime takes place worldwide

· This makes law enforcement, prosecution and defense difficult

· No clear jurisdiction

· Purpose of the book

· Introduce the readers to cyber crime as an emerging issue. 

· Following themes are introduced

· Cyberharassment

· Cyberpornography

· Identity Theft

· Intellectual property theft 

· Hackers

· Criminal justice and cyberspace

· Future Issues


