
Chapter 2

Cyberharassment 

· Harassment is an intentional act of aggression of an individual or group toward another individual or group. 
· Sexual harassment and bullying behaviors are the best known anecdotal forms. 
· Sexual harassment is a pervasive behavior in society. 
· Internet is not immune of it. 
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· Sexual harassment is a social problem that affects people in many places
· Work, School, Military Installations, Social Gatherings
· Sexual harassment relates to any human beings
· Most victims are women
· This includes on the internet as well 
· The internet provides a place for both healthy as well as pathological behaviors may occur. 
· Offline Sexual Harassment
· Sexual harassment is a prevalent problem in both face to face as well as other social situations
· Work
· Schools (at all levels)
· Military
· Three categories of sexual harassment
· Gender harassment
· Unwelcome comments or actions which insult an individual because of their gender (I.e. hanging pornographic pictures in the workplace)
· Unwanted sexual attention
· Uninvited comments or actions which explicitly tell someone of sexual desires or 
intentions towards an individual 
· Sexual coercion
· Putting physical or mental pressure on someone to cooperate sexually. 
· Sexual Harassment in Cyberspace
· All three categories of sexual harassment also exist on the internet
· Gender harassment is very common online. 
· Types of gender harassment:
· Active verbal 
· i.e. sexual remarks, dirty jokes
· Passive verbal
· i.e. user’s screenames, sexual messages attached to personal info 
· Active graphic gender harassment
· Pornographic pictures and videos sent through email
· Passive graphic gender harassment 
· Pornographic pictures and videos placed on websites
· Gender harassment is subjectively experienced based on two factors:
· The nature of the stimulus (how explicit, blatant or clamorous the picture or act is)
· Personal attitude of the recipient
· Sexual coercion is different from gender harassment 
· Person feels physically threatened in some way
· i.e. cyberstalking, bribes, seductions to achieve sexual gain
· Cases and Prevalence of Sexual Harassment on the Internet
· No evidence of how prevalent sexual harassment on the internet actually is. 
· British survey found 41% of female users were sent unsolicited pornography or had been stalked or harassed on the internet. 
· In a survey of American teenagers, 19% of youths had experienced at least one sexual solicitation in the last month. 
· Another study found that 24% of female and 8% of male college students who accessed sexually explicit materials on the internet had experienced sexual harassment. 
· The Dynamics of Sexual Harassment on the Internet
· Sexual harassment behavior is determined by the interaction of a person’s and a situation’s characteristics (Pryor and Whalen, 1997). 
· Sexual harassment is not about sex, but about power. 
· Online disinhibition, together with elevated openness, venture, and bravado, along with the atmosphere of the internet with it’s typical masculine attitudes produces a high probability of sexual harassment behaviors. 
· Especially by men against women. 
· Personal proclivities are accelerated by the increased salience of social identities in online environments. 
· SIDE (Social Identity explanation of Deindividuation Effects)
· People affected by SIDE while on the internet might follow typical male-dominating, power-based, masculine attitudes and behaviors toward women. 
· Environment of the internet is conducive to breaking laws due to its difficulties in enforcing laws and regulations. 
· Effects of Sexual Harassment on the Internet 
· Sexual harassment which does not occur on the internet has a severe impact on its victims. 
· Negative psychological, occupational, and economic consequences 
· Women’s physical health (nausea, sleeplessness)
· Mental health (loss of self-esteem, feelings of helplessness, isolation, depression)
· Eating disorders
· Self blame 
· PTSD
· Little empirical evidence of the effect on victims of sexual harassment through the internet. 
· Domination by male users, aggressive language, and limited attention to ethics and netiquette, and the avoidance by women of the free use of the internet have been shown. 
· Prevention of Sexual Harassment on the Internet 
· Three way have been implemented to stop offline sexual harassment
· Legislation and law enforcement
· Changing of the organizational social culture
· Education and training of potential victims and harassers. 
· Legislation and law enforcement of cybercrimes is almost impossible because of the location of the possible suspect, victims, and hardware. 
· Changing the social culture as well as education and training need to take place. 
· Companies should post and hold up zero tolerance policies on their websites. 
· Educational interventions could take place in schools. 
· Conclusion
· The internet can empower the groups being harassed.
· Same groups can be in danger on the internet
· Sexual harassment exists both online and offline. 
· Behaviors of sexual harassment online parallel those offline. 
· Implementation of laws is nearly impossible. 
· Steps can be taken. 
· Education
· Zero Tolerance
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· Internet access and use continues to increase among 
· Internet harassment is an area in which subpopulations vulnerable to the problem need to be found. 
· Internet Harassment
· An overt, intentional act of aggression towards another person online. 
· Purposeful harassment, embarrassment of another, or making rude or nasty comments about someone while online. 
· 4% of youth have been the target of email harassment.
· 6% of youth have been the target of internet harassment.
· 15% of youth have been an online aggressor at least once in the previous year. 
1. One third of individuals harassed on the internet feel very or extremely upset. 

· Youth Involved in Conventional Bullying
· Bully involvement of youth in America (bully, victim, or both) is about 30%. 
· Bullies aggressive with both children and adults. 
· Also impulsive and lack empathy. 
· Victims are introverted and normally have low self esteem. 
· Boys more likely than girls to be both victims and bullies. 
· Long term effects for bullies:
· Delinquency
· Crime
· Alcohol abuse
· Long term effects for victims:
· Depression
· Lower self esteem
· Individuals who are both bullies and victims are more aligned with bullies.
· More likely to be male. 
· Report poor academic achievement
· Engage in cigarette smoking. 
· Have some characteristics in common with victims.
· Poor relationships with peers
· Heightened feelings of loneliness
· Bully/victims have high rates of depression, anhedonia, somatization, co-occurring disorders, psychiatric referral, and highest rates of behavior problems. 
· Methods
· Data Source Sampling
· Youth Internet Safety Survey
· N=1501
· Telephone survey
· Methods in YISS Data Collection
· Permission was first received by adults
· Small survey conducted with adults (average 10 minutes)
· 15-20 minute interview with youth. 
· Each child was mailed internet safety brochure and $10 upon completion
· Study Population
· YISS conducted between fall 1999 and spring of 2000
· Participants were regular users of the internet
· At least once a month for the past 6 months from any location
· One caregiver in household, who claimed most knowledgeable of the child’s internet use
1. 69.1% female 

· Age 10-17
· 48% female
· 76% non-Hispanic, white
· Highly prosperous families and whites were overrepresented. 
1. Reflective of typical internet household at time of survey

· Measures
· Online Aggression
· Target of online aggression 
1. Whether anyone had used the internet in the previous year to threaten or embarrass the respondent by posting or sending messages about him or her for other people to see

2. Whether the respondent ever felt worried or threatened because someone was bothering or harassing him or her while online. 

· Youth engaging in online aggression 
1. Making rude or nasty comments to someone on the internet

2. Using the internet to harass or embarrass someone with whom the youth was mad. 

· Psychosocial challenge
· asked about current depression symptoms based on the nine items from the Diagnostic Statistical Manual
· Four Questions about behavior problems
· purposefully damaging property
· police contact
· physically assaulting a non family member
· taking something that did not belong to them
· Caregiver-Child Relationships
· Rate daily interactions with caregiver
· Nine questions on a 4 point likert-type scale
· Internet Use

· Average frequency of use

· asked about activities 

· chatrooms, email, instant messaging, all others

· location of internet access

· rate internet expertise

· Internet Controls

· caregivers asked about internet rules

· asked if they had software which blocked specific websites

· Demographics

· Age

· Race (dichotimized into white v. non white)

· 1998 household income

· Results

· Descriptive Results

· 19% of young internet users involved in online harassment in some capacity

· more than 50% reported poor parental monitoring

· 35% of youth reported using the internet mostly for instant messaging. 
· A Profile of Aggressor/Targets Youth 
· Youth engaging in problem behavior were almost four times more likely to report being an internet aggressor/target

· Three time more likely to report poor parental monitoring 

· Those students who reported being an expert or close to an expert of computer were 2.5 times more likely to be an aggressor/target

· Discussion

· Overlap of participation in conventional and internet bullying 

· 56% of aggressor/targets reported being bullied offline

· 49% of aggressor only individuals reported being bullied offline

· 44% of victim only 

· Some youth involved only in internet harassment

· Biggest difference: anonymity 

· Measuring Internet Harassment 

· A standardized method for measuring internet harassment needs to be developed. 

· Should include frequency

· Should weigh internet based v. telephone based methods

· Limitations

· Aggressor/Target category unclear

· Measures for aggression and victimization may be less symmetrical 

· Definition of internet harassment does not look at frequency or severity 

· Data collected in 1999/2000

· Implications

· Psychosocial Challenge 

· Adults who see children/teenagers need to be more aware of the internet

· Should ask questions about experiences on the internet 

· Further research is needed

· The Caregiver’s Role

· Parental involvement and monitoring of internet use 

· Blocking software

· Positive parenting styles


