
Chapter 4

Identity Theft/Cyberfraud

· Cyberfraud: “occurring when someone uses your personally identifying information, like your name, social security number, or credit card number without your permission, to commit fraud or other crimes”
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· Identity theft is one of the most lucrative forms of criminal activity.
· grown at an unexpected rate
· Identity theft is a gateway crime to other crimes
· taking social security or welfare benefits
· ordering new checks to the offenders address
· obtaining credit cards
· taking out loans in the victims name
· using the victims name upon arrest
· Tactics
· Dumpster diving
· theft of electronic devices
· more options for those more computer savvy
· creating fake websites to purchase items where customers put in their personal information
· gaining access to online systems with personal information
· publicly posting fake product sales to forums with links for websites which ask for your personal information
· Laws Designed to Protect Customers
· Health Insurance Portability and Accountability Act (HIPPA) 1996
· Identity Theft and Assumption Deterrence Act 1998
· Grahm Leach Blily Act 1999
· USA Patriot Act of 2001
· Consumer Privacy Protection Act of 2002
· Fair and Accurate Credit Transactions Act 2003
· Social Security Misuse Prevention Act 2003
· Guarding Against Identity Theft
· Must guard personal information
· Get insurance against identity theft
· Information Confidentiality 
· Don’t give out your social security number
· Don’t carry your social security card with you
· Exercise common sense
· Information Tracking
· Request credit report to check on personal information 
· Check W-2 for extra income 
· Information Storage 
· Store personal papers in locked vaults. 
· protect information on computers with firewalls
· Information Disposal 
· Shred all papers no longer needed which contain personal information. 
· Recovering from Identity Theft
· requires more than 200 hours of effort. 
· number of organizations can help you
· contact local police and file a report
· Constant Vigilance
· must add the steps discussed into our daily lives.
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· Identity Theft
· Identity thieves steal identities for financial fraud or other purposes
· As much as 70% of stolen information from companies comes from internal employees
· Identity theft normally takes place in two steps
· steal an identity, or create a fake one
· use that identity to illegally gain access to financial services or to commit crimes
· Stealing
· Traditional approaches
· Dumpster diving
· stealing a purse or wallet
· spoofing (send a message to a computer disguised with a trusted IP address)
· phishing 
· A Contextual Framework for Combating Identity Theft
· Uses of the Framework
· clearly identifies the major stakeholders and their role in identity theft
· Potentional uses: 
· Understanding
· Development
· Evaluation
· Framework Stakeholders
· Four main stakeholders help combat identity theft 
· Identity Owners
· individual who has legal right to own and use the identity in question
· Identity Issuers
· trusted government or official who is in charge of authorize certain personal information (social security card, drivers license)
· Identity Checkers
· someone who verifies authenticity and eligibility 
· Identity Protectors
· individual or organization that helps to protect a persons identity from theft 
· Combating Identity Theft 
· All stakeholders must work together
· Each stakeholders job may depend on how well another stakeholder performs their duty. 
· Prevention
· Education and Guidance
· People must be made aware of the possible threats and damage identity theft can cause. 
· Make them more motivated to take the necessary measures to prevent it. 
· Public must also know what the measures they should take are. 
· Prevention Technologies
· Biometrics
· Smartcards
· anti-counterfeiting techniques
· watermarks, chemical voids, embossed characters
· Prevention Mechanisms
· Better screening and managerial mechanisms can help internal theft
· Banks have stopped printing SINS and other reports mailed to customers
· Identity Theft Detection
· The average time between the actual theft of identity and discovering it is one year. 
· Restrictive authentication is he best way to detect identity abuse
· All the stakeholders need to do their part. 
· Legal Protection and Prosecution
· If theft does occur the individual must rely on the other stakeholders to stop and recover their losses. 
· U.S. Identity Theft and Assumption Deterrence Act of 1998 helps aid in this. 
· Law enforcement agencies must be able to collect evidence in order to prosecute. 
· Future Research 
· Risk Management 
· Countermeasure Costs and Benefits
· Multiparty Coordination
· Privacy Protection Issues

