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· Introduction

· Information Technology (IT) has grown tremendously over the past two decades. 

· Computers are a part of daily life for most Americans. 

· Crimes which occur using a computer and over the internet pose a significant threat to individuals and businesses. No one is immune to becoming a victim of these crimes. 

· Recently state and local police departments have created task forced to deal with this problems, involving personnel, prosecutors, and computer technicians. 

· Other agencies now employ network specialists. 

· National Assessment of State and Local Law Enforcement Needs 

· In 1998 a National Institute of Justice funded study found ten specific needs for agencies responding to electronic crime. 

· Public Awareness

· Data and reporting

· Uniform training and certification courses

· Management assistance for onsite electronic crime task forces

· Updated laws

· Cooperation with the high-tech industry

· Special research and publications

· Management and awareness support

· Investigative and forensic tools

· Structuring a computer crime unit

· Methodology

· A survey in 2001 was sent to the head of law enforcement in the 73 counties that the Lansing Criminal Investigation Division covers 

· Goal was to find what the Computer Crime Unit was best fitted for 

· 490 Surveys were sent out, 275 were returned.

· Instrument

· Survey included identifying characteristics which were optional. 

· Asked whether they knew about the CCU and what services they could provide. 

· 18 Computer crimes were listed asking the department which was most frequent. 

· Questions about amount and type of training the officers had received. 

· Findings

· 78.3% were aware of CCU

· Only 65.2% knew what services they provided

· 39.5% said that harassment or stalking was the most prevalent computer crime investigated. 

· 25% of agencies had not experienced any computer crimes

· All of the departments received different amounts of training from different people and places. 

· Of those who received cybercrime training, 68.4% believed it was basic, general, or introductory. 

· 74.9% believed that training was the biggest need to respond to computer crimes. 

· Discussion and Implications

· This study supported the areas of need given by NIJ’s study in 1998. 

· Accurately assesses the distribution and hierarchy of needs of law enforcement offices in the state of Michigan for the purposes of determining the type and amount of computer crime assistance required. 

· Should effect the development of policy in this area of study. 

· Sparks an interest to continue research in the area. 

· Future research needs to determine the role that CCU should be fulfilling in both the general public and the private sector. 

· A follow up study to see how the Michigan offices are now using CCR

· Conclusion

· Computer crime was concentrated in the economic environment

· Training is now being taught in commercial crime

· Internet now home to many forms of crime and deviance

· Law enforcement needs to learn what these forms are and how to combat them. 

· Instruction and knowledge is needed throughout the justice system. 

· A very large number of Americans will use the internet

· Law enforcement must learn to protect those individuals who need it as well as use their resources and training to stop those who use it illegitimately. 

An Ad Hoc Review of Digital Forensic Models

Mark M. Pollitt

· Pollitt 1995

· Computer forensic process is compared and mapped to the admission of documentary evidence in a court of law. Four steps identified. 

· Acquisition

· Identification

· Evaluation

· Admission as evidence

· Noblett, et al. 2000

· A three-level hierarchical model for developing guidelines for computer forensic evidence. 

· Digital Forensic Research Workshop 2001

· First Digital Forensic Research Workshop help in 2001

· Created a consensus of state of digital forensics at the time

· Reith, Carr, and Gunsch 2002

· Created a nine step model, based on a review of previous models for the collection of forensic evidence. 

· Carrier and Spafford 2003

· Integrated Digital Investigation Process 

· 17 phases into 5 groups

· Stephenson 2003

· Creates a model from the work of the Digital Forensic Research Workshop

· Carrier 2003

· Layers of abstraction

· Translation tools

· Presentation tools

· Mocas 2003

· Multiple contexts for digital forensics 

· Law enforcement

· Military

· Business system security

· Baryamueeba and Tushabe 2004

· Modified the model of Carrier and Spafford’s Integrated Digital Investigation Model 

· Added two additional phases

· Trace back 

· Dynamite

· Beebe and Clark 2004

· Introduce objectives-based tasks 

· Carrier and Spafford 2004

· Carrier and Spafford 2004

· Pollitt 2004 

· Reviews NIST Incident Response model and DFRWS Framework 

· Models overlaid on Zachman framework 

· Ruibin, Yun, and Gaertner 2005 

· Introduces seek knowledge

· Case-relevance

· Erbacher, Christensen and Sundberg

· Propose a network forensic process 

· Recognize the need for multiple feedback loops

· Kent, Chevalier, Grance, and Dang 2006

· National Institute of Standards and Technology published the Guide to Integrating Forensics into Incident Response 

· Define the basic forensic process

· Collection

· Examination

· Analysis

· Reporting
