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SHOW: NBC Nightly News

DATE: June 21, 2005

BRIAN WILLIAMS, anchor:

NBC News IN DEPTH tonight, the data fleecing of America.  On the heels of the

huge credit card data breach that exposed 40 million credit and debit cards to

possible fraud, new details tonight on the thriving black market for credit

card fraud on the Internet.  IN DEPTH tonight, here is NBC's Rehema Ellis.

REHEMA ELLIS reporting:

This is the sound of legitimate commerce, but what you don't hear is the sound

of hackers stealing credit card information and selling it on the Internet at

huge profits.  Security experts say it's a multibillion-dollar global business.

Mr. MARK RASCH (Computer Security Expert): It's so widespread, diffused against

many different countries, and law enforcement only has a small handle on it.

ELLIS: The FBI and Secret Service say they have had some success.  In October,

in an international sting called Operation Firewall, authorities arrested 30

people in eight states and six countries.

Mr. BRIAN NAGEL (US Secret Service): Has become more sophisticated.  Has

evolved, and information is the--the thing of value now.  It's no longer just

looking after one credit card number.

ELLIS: Authorities say the thieves they arrested in October have cost more than

$4 million in losses.  But experts say the problem continues to grow and has

generated a black market for credit card and personal information.  How does it

work?  Will Femia, an NBC.com Internet analyst, says after the thieves steal

the information, they broker it in Internet chat rooms.

What's available here is the Social Security number and a whole lot more?

Mr. WILL FEMIA: Definitely more.  The mother's maiden name you can see right

here.  Also the pin number that you would enter in an ATM machine, expiration

dates, date of birth, the credit card number itself, obviously.

ELLIS: All of this leaves consumers feeling vulnerable.

Unidentified Man: It's kind of scary because--I mean, I don't have any idea how

to protect myself.

ELLIS: Security experts say read your credit card and banking statements

carefully and check for any unauthorized transaction.  Some companies do limit

your liability to $50, but if you don't report it within 60 days, the charges

could become your responsibility.  Rehema Ellis, NBC News, New York.

WILLIAMS: And up next here tonight, all those earthquakes on the West Coast

lately.  Does it say anything about a big one coming any time soon?
