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SHOW: NBC Nightly News

DATE: January 25, 2007

BRIAN WILLIAMS, anchor:

We're back with NBC News IN DEPTH tonight, the identity theft epidemic in

America now costing us $50 billion a year. The government and private companies

spend a fortune to fight it every year. But you may not know about one

particular place where criminals have learned they can go to steal your private

information and how your tax dollars help them do it, sadly. NBC News senior

investigative correspondent Lisa Myers has our report IN DEPTH.

LISA MYERS reporting:

When Cynthia Lambert got a speeding ticket, she was shocked to discover the

county in Ohio routinely posted traffic tickets and other public records on its

Web site.

Ms. CYNTHIA LAMBERT: I just never dreamt that they would scan that ticket and

put it on line for anyone to look at.

MYERS: It revealed her driver's license number, date of birth, Social Security

number, address and more. A ring of identity thieves used that information to

create fake IDs, open credit accounts, forge checks and rack up hundreds of

thousands of dollars in charges, using her name and others.

Ms. LAMBERT: I felt incredibly violated.

MYERS: NBC News found other state and county Web sites across the country that

with a few clicks of the keyboard give identity thieves what they need to take

over someone's life.

Dan Clements, who runs an ID theft security firm says criminals are well aware

of which governments post private information.

Mr. DAN CLEMENTS: They're really aiding and abetting identity thieves.

MYERS: Want a name, address and Social Security number? Try this Missouri site.

We've blocked out vital information, but the state did not. For ID thieves,

this Florida site is the mother lode. Here on military discharge papers is

information the Pentagon won't even disclose, including closest relatives. In

Ohio, a frustrated Cynthia Lambert finally sued the county.

Ms. LAMBERT: One entity that I thought was there to protect the citizen, the

county government, was spoon-feeding these criminals.

MYERS: The county has removed private information from its Web site. So have

some other state and local governments. But experts say in many cases the

damage is already done. Thanks to your government, your personal information

may already be floating in cyberspace forever. Lisa Myers, NBC News,

Washington.

WILLIAMS: When NIGHTLY NEWS continue in just a moment, revealing the details of

a cold case now revived after 43 years.
