HIPAA AND HITECH 
REGULATIONS CONCERNING THE PRIVACY AND SECURITY RULES 
In the American Recovery and Reinvestment Act (AARA) of 2009, the Health Information Technology for Economic and Clinical Health (HITECH) Act called for: 

· New security breach notification requirements 

· Extending HIPAA’s privacy and security requirements directly to business associates, calling for contract revisions between covered entities and business associates 

· Definition of "unsecure protected health information" 

· Expanded criminal penalties and higher monetary penalties 

· Empowering state attorneys general to pursue HIPAA civil cases 

· Authorizing increased civil monetary penalties for HIPAA violations

· Permitting individuals to ask for an accounting of the disclosures of their ePHI over the preceding three years

· Restricted access to some PHI  

In general, the effective date for compliance with the HITECH provisions related to HIPAA is Feb 17, 2010.

Breach Notification
HHS has directed covered entities under HIPAA and their business associates to provide for notification in the case of breaches of unsecured protected health information. A “breach” is an impermissible use or disclosure under the Privacy Rule that compromises the security or privacy of PHI that could pose a significant risk of financial, reputational, or other harm to the affected person. “Unsecured protected health information” means protected health information that is not secured through the use of specified technologies or methods that make PHI unusable, unreadable, or indecipherable to unauthorized individuals. If PHI has not been secured and there is a breach of the rule, covered entities are required to follow the provision’s breach notification procedures. 
Guidance on Securing PHI 

Under HITECH, HHS has released guidance on technologies and methods that can be used to render PHI unusable, unreadable, or indecipherable to unauthorized individuals. The methods involve technologies to either encrypt or destroy the data. Examples of proper disposal methods include: 

· For PHI in paper records, shredding, burning, pulping, or pulverizing the records so that PHI is rendered essentially unreadable, indecipherable, and otherwise cannot be reconstructed. 

·  Maintaining labeled prescription bottles and other PHI in opaque bags in a secure area and using a disposal vendor as a business associate to pick up and shred or otherwise destroy the PHI.

·  For PHI on electronic media, clearing (using software or hardware products to overwrite media with non-sensitive data), purging (degaussing or exposing the media to a strong magnetic field in order to disrupt the recorded magnetic domains), or destroying the media (disintegration, pulverization, melting, incinerating, or shredding). 

While covered entities and business associates are not required to follow the guidance, if these methods are used, it is probable that covered entities and business associates will not be in the position of having to provide the notification otherwise required in the event of a breach. 

Note that covered entities and business associates still must comply with all other federal and state statutory and regulatory obligations that may apply following a breach of PHI, such as state breach notification requirements, if applicable, as well as the obligation on covered entities under the HIPAA Privacy Rule to mitigate, to the extent practicable, any harmful effect that is known to the covered entity as a result of a breach of PHI by the covered entity or business associate.
Nature of Breaches

“Breach” is defined as “the unauthorized acquisition, access, use, or disclosure of protected health information which compromises the security or privacy of such information, except where an unauthorized person to whom such information is disclosed would not reasonably have been able to retain such information.” HITECH includes exceptions:

(1) the unauthorized acquisition, access, or use of PHI is unintentional and made by an employee or individual acting under authority of a covered entity or business associate if it was made in good faith and within the course and scope of the employment or other professional relationship with the CE/BA, and such information is not further acquired, accessed, used, or disclosed
(2) where an inadvertent disclosure occurs by an individual who is authorized to access PHI at a facility operated by a covered entity or business associate to another similarly situated individual at the same facility, as long as the PHI is not further acquired, accessed, used, or disclosed without authorization.
Breach Notification Procedures

Following the discovery of a breach of unsecured PHI, a covered entity must notify each individual whose unsecured PHI has been, or is reasonably believed to have been, inappropriately accessed, acquired, or disclosed in the breach. Additionally, following the discovery of a breach by a business associate, the business associate must notify the covered entity of the breach and identify for the covered entity the individuals whose unsecured PHI has been, or is reasonably believed to have been, breached. The Act requires the notifications to be made without unreasonable delay but in no case later than 60 calendar days after discovery of the breach, except for a required delay of notification where a law enforcement official determines that a notification would impede a criminal investigation or cause damage to national security. 

HITECH specifies the following: 

· Notice to patients of breaches “without reasonable delay” within 60 days 

· Notice to covered entities by business associates (BAs) when BAs discover a breach 

· Notice to “prominent media outlets” on breaches of more than 500 individuals 

· Notice to “next of kin” on breaches of patients who are deceased 

· Notice to the Secretary of HHS of breaches of 500 or more without reasonable delay 

· Annual notice to the Secretary of HHS of breaches of less than 500 of “unsecured PHI” that pose a significant financial risk or other harm to the individual, such as reputation. 

The notification of a breach must include (1) a brief description of what happened, including the date of the breach and the date of the discovery of the breach, if known; (2) a description of the types of unsecured PHI that were involved in the breach (such as full name, Social Security number, date of birth, home address, account number, or disability code); (3) the steps individuals should take to protect themselves from potential harm resulting from the breach; (4) a brief description of what the covered entity involved is doing to investigate the breach, to mitigate losses, and to protect against any further breaches; and (5) contact procedures for individuals to ask questions or learn additional information, which shall include a toll-free telephone number, an e-mail address, website, or postal address. The prescribed forms for breach notification are available on the HSS website.  

The Secretary of HHS must annually prepare and submit to Congress a report regarding the breaches for which the Secretary was notified.
OTHER IMPORTANT PROVISIONS
New Responsibilities of Business Associates

As a result of ARRA, business associates must comply with the HIPAA privacy and security rules. Business associates also will be subject to the same penalties as covered entities, such as hospitals and physician groups, for privacy and security violations.

Business associates, which are organizations that provide a service for a covered entity and use PHI to provide that service, must now notify providers when a data security breach involving patient data occurs. Covered entities, for their part, must be ready to demonstrate to HHS’s Office for Civil Rights how they are complying with privacy and security requirements. The office will be conducting compliance audits of both business associates and covered entities.
Enforcement

HHS has shifted enforcement of the HIPAA security rule from CMS to the Office for Civil Rights (OCR). Also, state attorneys general are authorized to pursue HIPAA violations.

 

Restrictions on Release: New Patients’ rights
Under the HITECH Act, when an individual request that a CE not release PHI to a health plan for payment or healthcare operations (i.e., not for treatment), and the provider has been paid “out of pocket in full,” the CE must comply. This is a change to the HIPAA rule, which permitted the CE to deny restrictions requested by an individual.

If accepting such restrictions is new for a CE, and the CE uses BAs to perform work that can result in the release of PHI to health plans, the CE and BA(s) must develop a process to restrict selected disclosure. For example, a provider using a billing service to submit electronic claims to health plans will be required to establish such a process.
REGULATIONS AFFECTING THE TRANSACTIONS AND STANDARDS

ICD-10
The ICD-10 final rule adopts the International Classification of Diseases, Tenth Revision, Clinical Modification (ICD-10-CM) for diagnosis coding, and the International Classification of Diseases, Tenth Revision, Procedure Coding System (ICD-10-PCS) for inpatient hospital procedure coding.  These code sets will replace the International Classification of Diseases, Ninth Revision, Clinical Modification (ICD-9-CM) Volumes 1 and 2, and the International Classification of Diseases, Ninth Revision, Clinical Modification (CM) Volume 3 for diagnosis and procedure codes, respectively.  
The ICD-10-CM code set is maintained by the National Center for Health Statistics (NCHS) of the Centers for Disease Control and Prevention (CDC) for use in the United States .  It is based on ICD-10, which was developed by the World Health Organization (WHO) and is used internationally.  The ICD-10-PCS code set is maintained by CMS.

The compliance date for ICD-10 is Oct. 1, 2013.

Standard Transactions
The health care transactions standard Accredited Standards Committee X12 Version 4010/4010A1 is being replaced by a new version, Version 5010, that has structural, front matter, technical, and data content improvements.  The updated standards are more specific in requiring the data that is needed, collected, and transmitted in a transaction. Version 5010 also addresses changing requirements, such as providing on institutional claims an indicator for conditions that were “present on admission.”  Version 5010 also accommodate the use of the two International Classification of Diseases, Tenth Revision (ICD-10) code sets, which are not supported by Version 4010/4010A1.  

The compliance date for implementing Version 5010 is Jan. 1, 2012.
