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Purpose
Establish written policies and procedures to protect confidential information. 
Develop security measures for protecting privacy of confidential files.
Definition
Confidential documents or electronic files contain information that should be protected from public access.
Types of Confidential Information
Company trade secrets
Proprietary information
Financial data and tax records
Employment documents
Personal Information
Assessment
Review policies for identifying confidential information.
Determine number and types of confidential documents created.
	Review importance and necessity.
	Reduce number of confidential documents created.
Review current procedures for confidential data creation, storage, and destruction.
Review current policies and procedures for managing confidential files.
Review regulations and compliance.
Study current collection and disposal methods for confidential data.
	Container placement
	Centralized shredding or shredding within departments
Schedule staff development meetings.
	Discuss current policies and procedures for handling confidential information.
	Evaluate employee code of conduct policy.
Disposal/Destruction
Develop policies and procedures for disposal and destruction of confidential files.
Consider environmental factors when developing disposal/destruction policies and procedures.
Use cross-cut shredders when destroying confidential documents.
Consider mobile shredding services or off site shredding.
Office Procedures
Electronic Files
Limit access to confidential files.
Position monitor so that others cannot read it.
Purchase privacy screens for monitors.
Turn off computer when leaving workstation.
Use password protection.
Encrypt confidential files.
Delete temporary files.
Hard Copies
Label confidential records
Limit access to confidential documents.
Add a cover page to confidential documents.
Add watermarks to each page of a confidential document.
Do not print to a network printer.
Store confidential documents in a secure location.
Do not leave confidential documents unattended.
Avoid using fax machines to transmit confidential information.
Employee Procedures
Sign confidentiality agreement.
Attend training sessions for methods of handling confidential information.
Incorporate policies and procedures for handling confidential information during new employee orientation.
